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The Unknown Citizen
(To JS/07/M/378
This Marble Monument
Is Erected by the State)
He was found by the Bureau of Statistics to be
One against whom there was no official complaint,
And all the reports on his conduct agree
That, in the modern sense of an old‐fashioned word, he was a saint,
For in everything he did he served the Greater Community.
Except for the War till the day he retired
He worked in a factory and never got fired,
But satisfied his employers, Fudge Motors Inc.
Yet he wasnʹt a scab or odd in his views,
For his Union reports that he paid his dues,
(Our report on his Union shows it was sound)
And our Social Psychology workers found
That he was popular with his mates and liked a drink.
The Press are convinced that he bought a paper every day
And that his reactions to advertisements were normal in every way.
Policies taken out in his name prove that he was fully insured,
And his Health‐card shows he was once in a hospital but left it cured.
Both Producers Research and High‐Grade Living declare
He was fully sensible to the advantages of the Installment Plan
And had everything necessary to the Modern Man,
A phonograph, a radio, a car and a frigidaire.
Our researchers into Public Opinion are content
That he held the proper opinions for the time of year;
When there was peace, he was for peace: when there was war, he went.
He was married and added five children to the population,
Which our Eugenist says was the right number for a parent of his generation.
And our teachers report that he never interfered with their education.
Was he free? Was he happy? The question is absurd:
Had anything been wrong, we should certainly have heard.
W H. Auden

From Another Time by W. H. Auden, published by Random House. Copyright 1940
W. H. Auden, renewed by The Estate of W. H. Auden.

3

Introduction
The relationship between the State and its Citizens is one of the most debated issues
in the history of philosophy. Scholars from Aquinas to Hart, to more popular writers
such as Aldous Huxley and George Orwell have all commented on this relationship
in different ways. However, the purpose of this work is not to challenge accepted
theories of the relationship between Citizens and State, it is much more limited than
that. Instead the aim of this dissertation is to consider the use of personal information
by the Irish State in the course of identifying its Citizens, or in other words, its
approach to the development of an ID card and identity management system.

The notion of states wishing to know about their citizens is not new. The French
Constitution of 1791 specified that “the legislative authority will establish for all
inhabitants, without distinction, the manner in which births, marriages, and deaths
will be certified; and it will designate the public officials who will receive and
maintain these files”.1 However what has changed dramatically since the latter part
of the 20th century is the development of the computerised database. The emergence
of computers has meant that not only can States record an infinite amount of
information, but they can share it in an infinite number of ways among an infinite
number of people; something impossible with paper records. With many of the
practical limitations on the use of private information gone, a conscious decision
must now be made whether artificial legal limitations are employed or if privacy as
we know it should be declared a mere inconvenience of a bygone era.

As in the private sector, the use of computers to store and manage personal
information has become an integral part of government administration and this
phenomenon is destined only to increase. However there is one substantial difference

1

Title II, article 7
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between the public and private sector in this context; the former tends to be
compulsory, while the latter is optional.

Commenting on the introduction of an ID card and database of identities in the
United Kingdom, the Chair of the Royal Society’s Science in Society committee
warned of the dangers of “sleepwalking into our technological future” and of
accepting the introduction of further technological measures to deal with our
personal information without considering the consequences.2 In Ireland, issues
concerning privacy and the control of personal information are no less valid than in
the United Kingdom. The introduction of ID Cards is likely to become an issue in
this jurisdiction also in the near future. Indeed, much of the infrastructure for what
might be referred to as an “identity management system” has already been put in
place with disappointingly little public debate. Privacy concerns are only too easily
shrugged off with a bland reference to legislation, or to the fact that we live in a
democratic state.

While there is a recognised need for the institutions of the state to hold detailed
information on the identity of its citizens in order to fulfil its duties towards them;
this should not come at too high a price for the privacy of the citizens themselves.

2

Public warned not to ’sleepwalk into technological future’, Royal Society Press Release, 24 April
2004
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1 Privacy and Personal Information
It is necessary to consider the meaning of the term “privacy” before embarking on a
lengthy discussion of the ways in which it might be infringed by an identity
management system. This however is quite easily said, but difficult to do. It is
suggested that it is necessary to pinpoint a neutral concept of privacy before a loss of
privacy can be identified3, but finding a precise formula or words to define “privacy”
is almost impossible. While the precise boundaries are shrouded in a thick fog of
dissent, it is hoped the following discussion will give some indication as to what
privacy entails and its importance for individuals and society.

1.1

The Concept of Privacy

Alan Westin has noted that “few values so fundamental to society as privacy have
been left so undefined in social theory…”.4 Nonetheless there have been a number of
quite useful attempts. The “right to be left alone” is one of the earliest and most
succinct definitions of privacy. Suggested by Thomas Cooley in 1888,5 and reiterated
by Warren and Brandeis two years later,6 it captures the spirit, although perhaps not
the dimensions, of privacy. In the context of information held by Government, it is
interesting to note that some forty years later, Louis Brandeis, then a justice of the
US Supreme Court explained:
“the right to be let alone‐the most comprehensive of rights and the right most
valued by civilized men. To protect, that right, every unjustifiable intrusion

3

Gavison, “Privacy and the Limits of Law”, (1980) 89 Yale Law Journal 421 at p. 423

4

Westin, Privacy and Freedom, (New York: Atheneum, 1967) p. 7

5

Cooley, A Treatise on the Law of Torts, (2nd Ed., Chicago, 1888)

6

Warren and Brandeis., “The Right to Privacy”, (1890) 4 Harvard Law Review 193
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by the government upon the privacy of the individual, whatever the means
employed, must be deemed a violation…”7

This definition struck a chord: in Katz v. United States,8 a case considered one of the
most important US cases concerning privacy,it formed the basis of protection from
unreasonable search and seizure, while in D.P.P. v. Kenny, Barron J also adopted this
definition9. Cooley’s definition has been quoted in almost every work discussing
privacy; this alone gives it a special ubiquity.

The “right to be left alone” is however a broad definition and it suffers from a lack of
clarity as a result.10 Tim Frazer is especially critical of Cooley’s definition, arguing
that:
“This approach to privacy, which attempts a single succinct description, does
not sufficiently take account of the multifaceted nature of privacy. Though
all aspects of privacy may be traced to human dignity, individuality or
autonomy, so may the rationale underlying laws covering crimes of violence,
sexual offences, marital breakdown, the detention of mental patients, etc.
The right ‘to be let alone’ is relevant in all these contexts.11

While it is true that “the right to be let alone” is merely an “attribute of privacy”12,
and many instances of “not letting people alone” cannot be described as invasions of

7

Olmstead v. United States 277 U.S. 438 (1928)

8

389 US 347

9

Unreported, High Court, Barron J, 8 March 1980

10

Although perhaps one could bear in mind the comment (albeit on a different topic) of
Stewart J in Jacobellis v. Ohio, 878 U.S. 184 (1964) that “I shall not today attempt further to
define the kinds of material I understand to be embraced within that shorthand description;
and perhaps I could never succeed in intelligibly doing so. But I know it when I see it…”
11

Frazer, “Appropriation of Personality ‐ A New Tort?” (1983) 99 LQR 281, at p. 296

12

Solove, “Conceptualzsing Privacy” (2002) 90 California Law Review p. 1087
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privacy13, it is suggested that it remains a useful concept, and a simple method of
conveying to individuals what privacy can be considered to entail.

The Nordic Conference of Jurists expanded on the theme of privacy in their 1967
conclusions. Whether one chooses to agree or disagree with the individual aspect of
privacy they consider to exist, the conclusions provide a useful demarcation of the
boundaries to privacy. Paragraphs 2 and 3 of the declaration provide:

“2.

The right of privacy is the right to be let alone to live one’s own life
with the minimum degree of interference. In expanded form, this
means:

The right of the individual to lead his own life protected against:
(a)

interference with his private, family and home life;

(b)

interference with his physical or mental integrity or his moral and
intellectual freedom;

(c)

attacks on his honour and reputation;

(d)

being placed in a false light;

(e)

the disclosure of irrelevant embarrassing facts relating to his private
life;

(f)

the use of his name, identity or likeness;

(g)

spying, prying, watching and besetting;

(h)

interference with his correspondence;

(i)

misuse of his private communications, written or oral;

(j)

disclosure of information given or received by him in circumstances
of professional confidence. ...

3.

For practical purposes, the above definition is intended to cover
(among other matters) the following:

13

E.g. “Requiring that people pay their taxes or go into the army, or punishing them for
murder” Gavison, “Privacy and the Limits of Law”, (1980) 89 Yale Law Journal p. 438
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(i)

search of the person;

(ii)

entry on and search of premises and other property;

(iii)

medical examinations, psychological and physical tests;

(iv)

untrue or irrelevant embarrassing statements about a person;

(v)

interception of correspondence;

(vi)

wire or telephone tapping;

(vii) use of electronic surveillance or other ‘bugging’ devices;
(viii) recording, photographing or filming;
(ix)

importuning by the Press or by agents of other mass media;

(x)

public disclosures of private facts;

(xi)

disclosure of information given to, or received from, professional
advisers or to public authorities bound to observe secrecy;

(xii) harassing a person (e.g. watching and besetting him or subjecting
him to nuisance calls on the telephone).”14

In more recent times privacy has defined in a more conceptual manner, whereby
both a formula of words and long list of invasive activities are eschewed in favour of
a statement of the concepts relating to privacy. Indicative of this shift is the Electronic
Privacy Information Center’s publication “Privacy and Human Rights 2004”.15 Here
it is suggested that privacy can be broken into four separate, but related concepts.
These are Information Privacy, Bodily Privacy, Territorial Privacy, and Privacy of
Communications.16 While all four aspects have relevance to identity management
systems, information privacy will be considered in far greater detail than the others.
This is for the simple reason that identity management systems are largely concerned
with the processing of personal information, and as such threaten information

14

Reproduced in Justice, Privacy and the Law (London: Stevens and Sons, 1970), Appendix B.

15

Electronic Privacy Information Center and Privacy International, Privacy and Human Rights
2004, (Washington DC, 2004) p. 3.

16

See also: Solove, “Conceptualizing Privacy”, [2002] 90 California Law Review 1087
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privacy directly. The threats to other aspects of privacy tend to be more
consequential.

Information Privacy
It is not possible to live in a society without people knowing something about you.
However, it can be thoroughly disagreeable for everyone to know everything about
everybody.17 Information privacy is concerned with rules governing the collection
and use of personal information, such as Hospital Records, Credit Ratings, or
personal information which is not of a public nature. Privacy in this context is
however more than just “the right to be left alone”. Instead it is concerned with
allowing people control the flow of information about them. For Alan Westin this
concerned: “the claim of individuals, groups, or institutions to determine for
themselves when, how, and to what extent information about them is communicated
to others.18 Similarly Ruth Gavison considered that “Our interest in privacy… is
related to our concern over our accessibility to others: the extent to which we are
known to others, the extent to which others have physical access to us, and the extent
to which we are the subject of others’ attention”.19 Doyle and Bagaric consider that
despite the different meanings given to privacy the essence of the term is
encapsulated in their definition that “a person has privacy when information about
him or herself is not acquired, used and disseminated by others against that person’s
wishes”. In short, their view is that the right to privacy amounts to the right to keep
from others information about oneself.20

17

See p. 12

18

Westin, Privacy and Freedom, (New York, 1967) p. 23

19

Gavison, “Privacy and the Limits of Law”, (1980) 89 Yale Law Journal p. 423

20

Doyle & Bagaric, “The Right to Privacy: Appealing but Flawed”, (2005) 9 International
Journal of Human Rights p. 3
10

Bodily Privacy
This aspect of privacy is concerned with protection against invasive genetic tests or
searches. In some circumstances, this may include biometric scanning for ID cards or
passports.

Privacy of Communications:
This aspect of privacy concerns issues such as the wiretaps, the retention of email, or
the privacy of postal communications. A modern identity management system can
be used to verify the identity of a person online, but can equally be used to prevent
anonymous internet access. For instance the new electronic ID card in Belgium will
be integrated with the popular windows chat program “MSN Messenger”, and may
also be used in future versions of Microsoft Windows.21 This is being facilitated by a
number of developments, in particular the wide scale adoption of TPM22 and card
readers in personal computers and laptops.

Territorial Privacy
This is one of the most well recognised aspects to privacy, and undoubtedly that in
the mind of William Pitt when he stated: “The poorest man may in his cottage bid
defiance to all forces of the Crown. It may be frail; its roof may shake; the wind may
blow through it; the storms may enter; the rain may enter – but the King of England
cannot enter; all his forces dare not cross the threshold of the ruined tenement.”23
This aspect of privacy places limits on the intrusion into domestic or other areas

21

Foley,” MSN to Support Electronic ID Card Technology”, Microsoft Watch, 2 February 2005.
<http://www.microsoft‐watch.com/article2/0,1995,1759000,00.asp>

22

The Trusted Platform Module, inter alia allows individual identities be bound with their
computer. Advocates of TPM say it will allow more trustworthy transactions be carried out
online, while critics suggest the system will be used by business to enforce draconian
restrictions of copyrighted material. See e.g. “Can you trust your computer?”, in Richard M.
Stallman, Free Software, Free Society: Selected Essays of Richard M. Stallman (2002).
23

Speech on the Excise Bill, 1763.
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which could be called one’s personal space, through unwarranted ID checks,
surveillance or searches.

1.2

The Function of Information Privacy

It is suggested that both international instruments and academic writings point to a
number of core purposes for the existence of information privacy. For instance the
OECD Guidelines on the Protection of Privacy and Transborder Flows of Personal
Data,24 the Council of Europe Convention for the Protection of Individuals with
regard to Automatic Processing of Personal Data25, and the Data Protection
Directive,26 all note the activities which information privacy seeks to control.

In an academic context one interesting attempt at uncovering the underlying
function of privacy, or the results flowing from the “right to be left alone” was made
by Smith, Milburg and Burke. Their study comprised of two main stages. Firstly they
analysed much academic literature on the subject to uncover what the authors
considered privacy to entail.27

The authors then proceeded to validate the findings they had made from studying
the academic literature through focus groups, interviews with industry, and finally
by carrying out confirmatory factor analysis on sample groups of individuals. The
statistical analysis confirmed the earlier literary reviews. By the end of the study the
original tangential dimensions were considered to be subsumed within the more
general dimensions of the factors which might affect information privacy.

24

23 September 1980, Part 2

25

ETS 108, 28 January 1981, Chapter II

26

Council Directive 95/46 on the protection of individuals with regard to the processing of
personal data and the free movement of such data. O.J. L 281, 23 November 1995, p31,
Chapter II

27

Smith, Milberg, & Burke, “Information Privacy: Measuring Individuals’ Concern about
Organizational Practices” (1996) 20 MIS Quarterly p. 167
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After considering both the international instruments and academic literature it is
suggested that the purpose of information privacy is to regulate:
1) the collection of personal information,
2) the unauthorised secondary use of information,
3) the improper access of information by third parties,
4) errors in information,
5) the combining and collation of information,
6) the intimacy of personal relationships,
7) the avoidance of prejudice and totalitarianism

Collection of personal information
Before information can be used (or misused), it must be collected. The fact of private
information being stored, even without being used, serves to deprive the individual
of control over that data, and, by default, their privacy. They no longer have
exclusive possession of the information in question. By their nature, computers excel
at creating records and storing logs of transactions they carry out. Many technologies
such as mobile phones28 and automated toll booths29 have been criticised for the
amount of information they collect in their operation. Similarly if no controls were
placed on the collection of personal information in the operation of an identity
management system, retailers could find out sensitive and irrelevant information
about their customers, while thieves could gather information to assess the wealth of
their potential victims.

Unauthorised secondary use of information
This is concerned with where information is collected for a legitimate purpose, but is
then used for an entirely different reason without the consent of the person to whom

28

Froomkin, “The Death of Privacy?” (2000) 52 Stanford. Law Review p. 1476

29

Caldwell, “A Pass on Privacy?” New York Times, 17 July 2005
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the information relates. Examples would be information collected for the purpose of
providing a health service, being used to sell merchandise, or credit referencing
agencies being used to source candidates for high interest loans. Although secondary
use is well governed in the private sector by the Data Protection Acts, protection is
not quite so strong in the public sector. The links between the requirement that
personal data is not used and reused without consent and the “right to be let alone”
are clear.

Improper access of information by third parties
The subject of personal information is more likely to look after his personal
information than is another. It has been noted that “another person’s secret is like
another person’s money: you are not so careful with it as you are of your own”30
Identity theft is usually the name given to the situation where personal details are
appropriated and used to open bank accounts for the purposes of money laundering,
or to get loans which are rarely repaid. Identity thieves usually acquire personal
information from rubbish bins, poorly secured computer systems, and corrupt
employees. In some circumstances personal information is even easier to come by
through searching on the internet.31 A large and detailed database will be a lucrative
target for criminals, and, if compromised, may have serious implications for those
whose personal data was stored therein.32

30

Howe, Country Town Sayings, (Crane & Company, 1911)

31

For instance if one seeks to work, register a mobile phone, open a bank account or buy a
car in Spain a particular registration number (Numero Identificacion Extranjeros, or Numero
de Identificación Fiscal) must be provided. A quick internet search however provides
sufficient names and registration numbers to enable a person do any of these things using the
identity of a third party.
32

In February 2005, Choicepoint Inc. a large US databroker which stores background
information on almost every US citizen for sale to government, marketing, and insurance
industries announced that it had inadvertently sold at least 145,000 records to criminals. This
number has since grown to 400,000, and Californian police have confirmed that the
information was used by identity thieves to make unauthorized address changes to at least
750 individuals. For more information see the EPIC Choicepoint page at <www.epic.org>.
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Errors in information
Errors often tend to be an unavoidable feature of large databases. An example of the
impact erroneous information can have is well illustrated by the arrest of Oregon
lawyer Brandon Mayfield in connection with the Madrid Bombings in 2004. His
fingerprints were a perfect match and to further heighten suspicion, he had married
an Egyptian and converted to Islam. He was released only when Spanish authorities
announced the fingerprint belonged to an Algerian living in Spain33. In a similar
fashion, Philip Lyons was arrested on grounds of arson (although later acquitted)
after someone attempted to set fire to his house. Although he put the fire out himself
(he was a fireman by profession!), he was charged on the basis that sniffer dogs kept
leading to his front door, and there was a record of him buying firelighters with his
supermarket loyalty card.34 More everyday occurrences such as incorrect credit
ratings and stolen personal information can also cause severe inconvenience.
Incorrect information held on a national identity management system could result in
people being incorrectly denied benefits, falsely detained, and otherwise implicated
with actions not their own. A striking example are the delays endured by Senator
Edward Kennedy who was stopped and detained at airports five times during March
2004 as his name appeared on a terrorist no‐fly list.35

Combining and collation of information
This involves putting two or more pieces of information from different sources
together. The concern with this practice is that it tends to give a fuller profile of the
individual in question. For example, an information collector learns that a car with

In March 2005 Lexis‐Nexis admitted that over 30,000 records had been fraudulently accessed
<http://www.reed‐elsevier.com/index.cfm?articleid=1258>. The same month burglars rammed
a vehicle through the back wall of a Department of Motor Vehicles office near Las Vegas and
stole records on 9000 individuals. <http://www.dmvnv.com/donovan_statement.htm>
33

Murr, “The Wrong Man”, Newsweek 7 June 2004
<http://www.msnbc.msn.com/id/5092810/site/newsweek/>

34

Sprague, “Fireman attempted to set fire to house charges say”, Seattle Times, 6 October 2004
<http://seattletimes.nwsource.com/html/localnews/2002055245_arson06m.html>

35

Goo, “Sen. Kennedy flagged by No‐Fly List”, Washington Post, 20 August 2004.
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registration 87 C 1234 drives a particular route every morning and visits a particular
house every evening. The same information collector then finds out in whose name
87 C 1234 is registered. Both the identity and movements of the registrant are known
by combining both sets of information. If it is uncovered that the registrant is
married, and the house where he stops every evening is occupied by a young
woman, then an even fuller profile of the owner of 87 C 1234 can be created. On their
own, each piece of information can hardly be considered privacy invasive, however
when taken as a whole, there is little left to the imagination.36

For commercial and government entities the potential for aggregation also means the
potential to add value to the information. Knowing ones name and address on their
own are not terribly useful. However when these basic pieces of information are
known, combined with tax records, social welfare contributions, vehicle ownership
records, bank and insurance account details, credit ratings and property ownership
records are combined, the value, and corresponding loss of privacy grows
exponentially. As noted by Stephen Baker when chief counsel for the NSA:
“The biggest threats to our privacy in a digital world come not from what we
keep secret but from what we reveal willingly. We lose privacy in a digital
world because it becomes cheap and easy to collate and transmit data, so that
information you willingly gave a bank to get a mortgage suddenly ends up in
the hands of a business rival or your ex‐spouseʹs lawyer.37

36

Ruth Gavison gives an example of a priest at a dinner party, who, when asked if ever he
had heard exceptional stories during confession stated that his first confessional confessed to
murder. Later, after greeting a man the priest was asked how he knew him; to which he
responded “Why, I had the honor of being his first confessor”. Thus what was formally
anonymous information, when combined with other information pointed to a particular
individual. Gavison, “Privacy and the Limits of the Law”, 89 Yale Law Journal (1980) p. 421 at
p. 430
37

Baker. “Don’t worry be happy – why Clipper is good for you”. Wired, June 1994, available
online at <http://www.eff.org/Privacy/Key_escrow/Clipper/clipper_good_nsa.article>
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Intimacy of personal relationships
A person should be entitled to tell only those whom he or she chooses certain
personal details. Charles Fried notes that privacy is essential to friendship and love,
and that it provides “moral capital” in the sense that “a man who is generous with
his possessions, but not himself, can hardly be a friend” and mutual respect for
privacy is the minimal precondition for love and friendship. Fried also notes privacy
provides a means for modulating degrees of friendship as the personal details they
voluntarily divulge can regulate the degree of intimacy. The intervention of a third
party, such as the state can destroy this established balance38. National identity
management systems have the capacity to affect personal relationships, by making it
more difficult to withhold and disclose information at will. Furthermore, a national
ID system can adversely affect community relations between police officers and
social workers and the wider community.39

Avoidance of prejudice and totalitarianism
This dimension of privacy is concerned with maintaining a legitimate obscurity from
colleagues, employers and other bodies in order to avoid prejudice and intolerance.
In any society, individuals may wish to do or say something that, while not illegal,
may be frowned upon as contrary to the morals or beliefs of the majority in society.
Without privacy, freedom would be constrained.

Charles Fried notes fear of

disapproval or retaliation may keep us from doing or saying things which we would
do or say if we could be sure of them remaining within a circle of those who approve
or tolerate our tastes40. For W.A. Parent, privacy shields individuals from intolerance,
something well illustrated in Ireland with the concern shown by the gay community
with regard to CCTV cameras outside gay bars.

38

Fried, “Privacy”, (1968) 77 Yale Law Journal 475, p. 484

39

Sobel, “The Degradation of Political Identity under a National Identification System” (2002)
8 Boston University Journal of Science and Technology Law 37 at p. 70

40

Ibid p. 483
17

It is suggested, in light of the above discussion, that privacy is an important aspect of
the human existence that is worthy of more than a cursory glance when developing
new technologies specifically designed to record and store personal information. In
their 1999 report on the Surveillance and Interception of Communication; the Law
Reform Commission considered that ‘It is not possible to overstate just how
fundamental privacy is in a developed and civilised legal system’.

1.3

An Alternative View on Privacy

Not everyone rates privacy quite as highly as Louis Brandeis, Ruth Gavison, or any
of the commentators referred to above.

In particular, the fact that privacy has the

potential to limit the power of the state to intervene for benevolent reasons, or
otherwise, has led to much controversy. For Socialist and Marxist commentators, the
notion of a private sphere serves to reduce social responsibility, by preventing the
state from taking action to force people to take responsibility for others.41 For
feminists,

privacy

is

a

“sphere

of

sanctified

isolation,

impunity,

and

unaccountability”42. On quite the opposite end of the spectrum, those from the
economic school, such as Richard Posner, consider privacy as a mechanism by which
individuals can hide discreditable information and thus increase costs on society in
much the same way as a dishonest vendor who is not truthful about defects in his
merchandise.43

An absolute right to privacy has the potential to allow many forms of abuse to pass
unchecked. For instance, this might include child abuse taking place in a family

41

Kamenka, “Public/Private in Marxist Theory and Marxist Practice”, in S.I. Benn and G.
Gaus (eds.), Public and Private in Social Life (London, Croom Helm and St. Martin’s Press, 1983)

42

MacKinnon, “Reflections on Sex Equality Under Law”, (1991) 100 Yale Law Journal 1281 at
p. 1311

43

Richard A. Posner, Economics Analysis of Law (5th Ed. 1998) p. 5
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situation, or fraud and political corruption44. Schneider considers the “right to be left
alone is ultimately the right not to be governed”45, while Henkin notes: ʺ[S]exual
relations, to be sure, are usually conducted ʹin private,ʹ even today; but other
activities are also generally secreted, done ʹin private,ʹ from burglary to espionage
and conspiracies to overthrow governments.ʺ46 Doyle and Bagaric argue that
“privacy (or at least anonymity) is an essential ingredient of criminality and provides
the environment in which wrongdoers can engage in conduct (such as theft, robbery,
rape, murder and careless driving), which directly violate the capacity of others to
live their lives in a chosen manner.”.47

Even a reasonably limited right to privacy may lead to certain individuals evading
tax or painting themselves in a false light to potential employers or partners.

1.4

Overall Analysis of the Need for Privacy

It is suggested however that the advantages of protecting the privacy of personal
information far outweigh the disadvantages. The essential difficulty with many
arguments against privacy is that they are naive. In an ideal world, it is indeed
plausible that privacy would be less valuable. Doyle and Bagaric note that without
the right to privacy criminals and terrorists would find it harder to plot their acts, we
would know the agendas of politicians, better business decisions could be made with
more information being readily available and the world would be a more open and
less pretentious place48. Unfortunately we live in an imperfect world, and it is very
doubtful that the presence or absence of a right to privacy will cause a change in the

44

Haughey v. Moriarty [1999] 3 IR 1

45

Schneider, “State Interest Analysis in Fourteenth Amendment ‘Privacy’ Law: An Essay on
the Constitutionalization of Social Issues”, (1988) 51 Law & Contemporary Problems p. 79.
46

Henkin, “Privacy and Autonomy”, (1974) 74 Columbi. Law Review 1410 at p. 1429

47

Doyle & Bagaric, “The Right to Privacy: Appealing but Flawed”, (2005) 9 International
Journal of Human Rights p. 19

48

Ibid n. 47 p. 4
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operation of government, business or terrorist organisations, since all such
organisations have the capacity to control the flow of information pertaining to them,
irrespective of any right to do so. However the abolition of a right to privacy would
have a far greater impact on an individual, who often relies on others to control the
flow of information about him.

It is suggested that few would approve of an identity management system that
would remove every aspect of people’s privacy and solitude, and that would make
public knowledge of their every activity, their every possession, and every habit. It
would be an unpopular identity system that in the course of establishing the identity
of citizens beyond all doubt, also provided business with their contact details,
informed authorities when they made the most minor transgression of the law, or
alerted their partners if they checked into a hotel with a different person. Although
not always given the weight it deserves, the common good requires privacy as much
as disclosure.49

The problem of criminals and their associates using the right to privacy to execute
their misdeeds is a classic one for the law, and not one any more amenable to being
answered than what speed should vehicles drive at on a motorway to achieve an
appropriate balance between preventing accidents and allowing people get to their
destination in a timely fashion.

The notion of adjudicating on two conflicting

activities is not a novel one for the law to deal with; just as privacy can cause wrongs
to go unpunished, the law of defamation can restrict freedom of expression and the
law of nuisance can impede economic development.

49

It has been noted by Bates that at moments of intense emotional experience the public may
temporarily withdraw from individuals of groups, for instance from lovers or the bereaved,
so as to give them then space that they require. Bates, “Privacy – a Useful Concept?” (1964)
42 Social Forces 429 at p. 431
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Having considered the advantages and disadvantages of privacy it can be concluded
that in everyday life, privacy empowers individuals to do things which otherwise
would be impossible. A person may choose to provisionally apply for a more highly
remunerated job without wishing his current employer to know, privacy allows this
take place50. An individual can start his or her life anew, free of a troubling legacy left
by a violent relationship or a period of incarceration51. Privacy gave Romeo and
Juliet the opportunity to become acquainted without interference from the warring
Montagues and Capulets. The argument that we have “nothing to fear if we have
nothing to hide” is fallacious; we all have things we wish to keep to ourselves. Those
who close their curtains at night, put frosted glass in their bathroom windows and
refuse to give out their bank account details to all and sundry, will tend to agree.

50

Data Protection Commissioner, Annual Report 2004, Case Study 3/04

51

See n. 50 Case Study 7/04
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2 Identity and Identification
2.1

The Relationship between Identity and Privacy

There is a close relationship between identity and privacy in the context of a national
identity system. On one level, both are entirely separate concepts, the only similarity
being that both are equally difficult to define. If privacy is the right to be left alone,
identity consists of the attributes that make a person unique and different from
everyone else.1 However in an identity system, both are inextricably linked, since
ones identity is reduced, by necessity, to a number of recognisable personal
characteristics, referred to by Gary T. Marx as “identity knowledge”2 The privacy
concerns flow from the following:

a) Personal information must be gathered before an identity system can
function. This information is normally stored in a place outside the control of
the person to whom they relate, and in the control of third persons.3
b) Where an identity system is used in a ubiquitous manner and records of its
usage are logged, a complete profile of an individual’s life can be built up.4
The identity management system becomes a thread which links all aspects of
a person’s life.
c) Computers are not designed to restrict the flow of information; quite the
opposite is the case. Therefore it can be a challenge for individuals to regulate

1

Riber, “The Concept of Personal Identity”, (1998) 58 Philosophy and Phenomenological Research
581 at p. 584

2

Gary T. Marx, “Identity and Anonymity: Some Conceptual Distinctions and Issues for Research”
in Caplan and Torpey, eds., Documenting Individual Identity: The Development of State Practices
in the Modern World (Princeton, NJ: Princeton University Press, 2001) p. 311
3

Kent et al. (eds.), Who Goes there? Authentication Through the Lens of Privacy, Committee on
Authentication Technologies and Their Privacy Implications, National Research Council,
Washington DC. p. 56
4

ibid
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to whom they provide personal information. Where a person may need to
prove their name and address they may inadvertently supply their date of
birth and health information.5
d) Practically every identity system is built upon a unique identification
number. Such a unique identifier reduces the reliance on heuristic methods of
combining information, and allows datasets be combined easily and quickly.
This makes it more likely personal information will be matched more often
and more efficiently. While people could once rely on the difficulty of
accessing and processing their information as a safeguard, this, known as
practical obscurity, is no longer a viable restriction.

Identity management systems have been used for many years by businesses in the
private sector to manage personnel and even customers, while institutions such as
third level colleges have used similar systems for administering services to students.
However because of their ubiquity and pervasiveness, identity management systems
run by government and public bodies are a whole new ball game.

2.2

Identity versus Anonymity

Anonymity is derived from the Greek word ανωνυμία, which means nameless or
without a name. On the other hand, the ultimate aim of any identity management
system is to identify individuals and ensure that they are not anonymous for the
purposes of certain transactions. It is important however that such an identity
management system does not remove the anonymity of individuals any more than
absolutely necessary. This is because the ability for one to remain anonymous is
commensurate with their ability to retain control over personal information.

5

Computers are designed to process and share information. While it is possible to secure a
computer against unauthorised access, it is difficult to permit certain users access certain
information while prohibiting them accessing other material. Consider for example the vain
efforts of copyright holders to restrict the dissemination of their material through the use of
digital restrictions/rights management (DRM).
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The importance of anonymity has been recognised in a number of cases in the US
Supreme Court. In McIntyre v. Ohio, the petitioner was fined for distributing
pamphlets relating to an upcoming referendum without including her name and
address on the documentation. The state Supreme Court upheld the fine. On appeal
to the federal Supreme Court, the majority decision delivered by Justice Stevens
recognised that “the decision to favour anonymity may be motivated by fear of
economic or official retaliation, by concern about social ostracism, or merely by a
desire to preserve as much of one’s privacy as possible.”6 In concluding his opinion
Judge Stevens noted that “The right to remain anonymous may be abused when it
shields fraudulent conduct. But political speech by its nature will sometimes have
unpalatable consequences, and, in general, our society accords greater weight to the
value of free speech than to the dangers of its misuse.”7 Justice Stevens delivering the
majority decision in Watchtower Bible v. Village of Stratton8 once again recognised the
importance of anonymity for Jehovah’s Witnesses exercising their right to canvass
their faith. As a result the evangelists were not obliged to firstly register with the
mayor before travelling from door to door distributing literature.

In Ireland the importance of anonymity was recognised in X v. Flynn, where the
plaintiff, a rape victim was watched and besetted by journalists. In response, Costello
J grated an order restraining the publication of details about her case other than those
that may be disclosed in court proceedings or that were already in the public
domain.9 Anonymity is also used so that individuals cannot be identified from
judgments relating to family law and applications for refugee status, while in Ireland

6

Opinion of Justice Stevens for the Court, McIntyre v. Ohio Elections Commission 514 US 334
(1995) at p. 341
7

ibid

8

536 U.S. 150 (2002)

9

Unreported, High Court, Costello J, 19 May 1994
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it forms the basis upon which important institutions such as the Central Statistics
Office can operate.

While in the abstract, trite sayings such as “those who have nothing to hide have
nothing to fear” are attractive, in reality a great many people keep their identity to
themselves as a method of protecting their privacy.10

2.3

Methods of Proving Identity

There are many types of systems which help in establishing ones identity. Some are
simple, others are quite complex. A passport is perhaps the best known example; it
identifies the holder as a citizen of a particular country, and provides personal details
so that immigration officials can be sure the bearer is the person described on the face
of the document. Governments have historically tended to issue a multitude of
identity documents. In Ireland, such documents include passports, social welfare
cards, drugs payment cards, medical cards, drivers licences, national age cards.
There are three mains ways to implement a system to identify individuals

Standalone document
This involves ID cards being handed out without any records being kept to cross
reference. The card itself is the only evidence that the bearer is permitted to engage in
a particular exercise or avail of a certain benefit. This system has obvious limitations:
it is difficult for it to deal with lost, stolen, or forged cards.

10

Gary T. Marx (See n. 2 at p 316) gives a detailed list of justifications for anonymity,
including: a) To facilitate the flow of information, b) To obtain personal information for
research, c) To avoid being “type‐cast”, d) To encourage reporting of issues such as mental
illness, AIDs, and other stigmatising conditions., e) To encourage illegal or morally
impugnable activities with a view to achieving a greater good, e.g. gun amnesties or needle
exchanges, f) Protect donors of a resource; from the identity of police to sperm donors, g)
Protect strategic economic interests, etc.
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Document with a register of identities
In this system, the card remains of prime importance, but a register can be consulted
to ensure the authenticity of a particular card. The register will also be of assistance if
the card has to be reissued. The register itself may not necessarily be widely
available, and may comprise of a fragmented series of registers. Historically this is
how identity systems were implemented. A forged document will work most of the
time, since cross checking will be unlikely to take place on every occasion it is used.

Identity management system
This comprises of a database of personal information, a unique identification number
for each individual, and, in most circumstances, an ID card. The card itself is reduced
to being merely a token, or a key to unlock the information stored within the
database. Most recent proposals for national ID cards are based on this architecture.

2.4

A Brief Historical Overview of Identity Management in the Public
Sphere

The need to officially identify a person first emerged in the middle ages in Europe
with the emergence of “false messengers” whose function it often was to cause
disharmony and confusion among rival nations.11 While messengers in these times
were identified by seals and badges of various descriptions, it was not until the end
of the 18th Century that the first passport was issued12, and their use expanded
greatly throughout Europe during the Napoleonic Wars.13 When peace was restored,

11

Groebner, “Describing the Person, Reading the Signs in Late Medieval and Renaissance Europe:
Idenity Papers, Vested Figures, and the Limits of Identification, 1400‐1600” in Caplan and Torpey,
eds., Documenting Individual Identity: The Development of State Practices in the Modern World
(Princeton, NJ: Princeton University Press, 2001) p. 18

12

Torpey, “Revolutions and Freedom of Movement: An Analysis of Passport Controls in the
French, Russian and Chinese Revolutions” 26 Theory and Society (1997) 834 at p. 844

13Fahrmeir

“Governments and Forgers: Passports in Nineteenth‐Century Europe” in Caplan and
Torpey, eds., Documenting Individual Identity: The Development of State Practices in the Modern
World (Princeton, NJ: Princeton University Press, 2001) p. 218
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the passport remained, and in some situations identity cards began to appear.14
Farhmeir notes that the technological race between governments and forgers began
almost immediately and remains unabated.15 The present day system of
administering passports and ID cards largely began to emerge after World War I.16

In the United Kingdom, two different identity systems were introduced to deal with
the exigencies of the two world wars. The first identity card which was introduced
by the National Registration Act 1915, mandated the creation of a national register of
all individuals between the ages of fifteen and sixty five who were not accounted for
in other government registers (such as those already in the armed forces, or in
prison). On registering, individuals were given a card, which they were obliged to
keep. The system failed due to a lack of enforcement, something which the civil
service felt would only be acceptable in “a nation accustomed to being regulated in
all minor matters of like”, something which the United Kingdom was considered not
to be.17

The second identity system was introduced by the National Registration Act 1939. It
was substantially more successful than the first one because it was given what Agar
refers to as a “parasitic vitality”18. The parasitic vitality refers to the fact the ID card
was given an artificial importance. Not only was it used for purposes related to the
war, the identity card was also required for food rationing purposes, and ostensibly

14

Ibid at p. 224

15

Ibid at p. 225

16

Torpey “The Great War and the Birth of the Modern Passport System” in Caplan and Torpey,
eds., Documenting Individual Identity: The Development of State Practices in the Modern World
(Princeton, NJ: Princeton University Press, 2001) p. 256

17

Memorandum on the NR Scheme, Sylvanus Percival Vivian, 1st July 1915

18

Agar, “Identity cards in Britain: past experience and policy implications” History & Policy,
November 2005. Available at <http://www.historyandpolicy.org/archive/pol‐paper‐print‐
33.html> Also, Agar “Modern Horrors: British Identity and Identity Cards” in Caplan and
Torpey, eds., Documenting Individual Identity: The Development of State Practices in the Modern
World (Princeton, NJ: Princeton University Press, 2001) p. 101
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to allow families separated during the war be reunited. Since people wished to eat
and be reunited with their families it was in peoples interests to have an ID card.19
The card also had a unique feature for the time; very little information was displayed
on its face. While the card itself merely bore a name, number, and address; the
central register was far more detailed. As a result, Agar notes, a deserter with a
forged or stolen card would be left guessing a date of birth and could be detected
quickly. Even though the technology is different, many modern identity systems,
including the Irish one, follow this basic approach, thus while carrying a card may be
a great inconvenience, the implications for information privacy stem largely from the
register or, in today’s parlance, the database.

After World War II, popular opinion turned against the card. In 1945, the Daily
Express opined that the identity system “turns every village policeman into a
Gestapo agent”.20 The judgment of Lord Goddard in Wilcock v. Muckle21 sealed the
fate of the ID card in Britain. Clarence Wilcock was prosecuted for refusing to show
his identity card when stopped by the police, on the basis that “he was a liberal and
against that sort of thing”. In his defence, Wilcock claimed that the National
Registration Act ceased to function at the end of the war. Although the Magistrate
concluded the act was still in force and fined Wilcock 30 shillings, he was given an
unconditional discharge. While unsuccessfully appealing to the Kings Bench, Lord

19

The situation in relation to the proposed new UK Identity Card is much the same. Section 4
of the Identity Cards Act 2006 proposes that the secretary of State may make an order
designating that before certain official documents may be acquired from the State a person
must provide the necessary information required for him or her to be issued with an ID card.
Section6(7) states that if an application is for a passport and is made before January 2010 the
applicant will have the alternative of not have their details recorded for the purposes of the
ID card. It is clear that the new UK ID card is acquiring its parasitic vitality from the
requirement that individuals acquire certain official documents such as passports and drivers
licences.
20

“Identity”, Daily Express, 12 March 1945

21

(1952) 1 KB 367
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Goddard’s scathing attack on the Identity card system22 ensured that it was abolished
by Winston Churchill when re‐elected in 1952.

The issue of ID cards or identity management has however never been conclusively
laid to rest in any country. In the UK there was an abortive proposal to introduce ID
cards again in 1996 by the then home secretary Michael Howard, while 10 years later
it appears the UK will once more be getting an ID card due to the recent passage of
the Identity Cards Act 2006.

The situation is not dissimilar in other jurisdictions. In 1987, the Australian
government was forced to abandon its proposals to introduce an ID card after a well
orchestrated campaign by privacy advocates. After re‐election however a much
watered down version of the previously proposed identity management system was
introduced. However by 1991 it was noted that the “Tax File Number” as the unique
identifier was called, had fallen victim to “function creep”, that is, it was being used
for many purposes other than those originally intended.23 In July 2005, John Howard,
although opposing ID cards in 1987 suggested that “This is an issue that ought to be
back on the table...in the wake of something like the terrible tragedy in London” and
that privacy issues were no longer a concern, as personal information was now
available through drivers’ licences and credit cards.24

22

“It is obvious that the police now, as a matter of routine, demand the production of
National Registration Identity Cards whenever they stop or interrogate a motorist for
whatever cause. Of course, if they are looking for a stolen car or have reason to believe that a
particular motorist is engaged in committing a crime, that is one thing, but to demand a
National Registration Identity Card from all and sundry for instance, is wholly unreasonable,
and such action tends to make the people resentful of the acts of the police and inclines them
to obstruct the police instead of to assist them.” Ibid at p. 369
23

Clarke, “The Tax File Number Scheme: A Case Study of Political Assurances and Function
Creep” (1991) 7 Policy p. 4
24

“Australia to consider ID card to fight terrorism”, Michael Perry, Reuters, 15 July 2005
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The desire by public authorities in any jurisdiction to introduce an identity
management system never appears to stay in abeyance for long. The inevitable result
of this is that more information becomes personally identifiable and less of it
anonymous. As a consequence, identity management systems have a direct impact
on the level of privacy individuals can expect to enjoy in their daily lives.
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3 The Practice of Identification in Ireland
The purpose of this chapter is to consider the situations in Ireland in which a person
is required to divulge his or her identity and the types of identity documents in
circulation for this purpose. Unlike countries such as France, Italy or Belgium1, the
framework in Ireland has to date been more disparate and fragmented. However due
to developments in the public sector and the implementation of electronic
government services, this is changing quickly.

It is proposed to consider firstly the various situations in which identification and
authentication take place in the public sector, and secondly the forms of identity
documents that are used to provide confidence in the claimed identity of a person in
Ireland at present. The focus is thus on identification employed by public authorities
for administrative purposes as this is likely to have relevance to an identity
management system in the future.

3.1

Situations where identity is required by the State to be proven

Identification is practiced to a greater or lesser extent in many situations; from
employees gaining access to office buildings to people renting DVDs. It is proposed
however to consider the situations where identification is required under statute or
required in transactions with the Irish State, since this is where a national
identification system would have the greatest impact.

1

“ID Cards in Other Countries”, BBC News, 2 August 2004
<http://news.bbc.co.uk/1/hi/uk_politics/3527612.stm>
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3.1.1 To avail of social services and in other transactions with public bodies.

In an influential article published in 1964, Charles Reich noted that wealth flowing
from the government in the form of benefits, contracts, franchises and licences were
steadily taking the place of more traditional forms of wealth represented by private
property.2 This largesse, Reich notes, has the potential to be applied in an arbitrary
manner, and in his view leads to a diminution of individual autonomy; rather than
doing as they please, people must act in a particular way which is approved of by
government.3 In a later article, Reich noted that the theory of welfare grew up around
the notion of a gratuity and that the state could apply any conditions it saw fit4.
While issues surrounding the disadvantages or otherwise of government
involvement in people’s day‐to‐day existence are outside the scope of this work, it is
in this context that the issue of identification in order to transact with the state arises.

Identification of individuals has inevitably played a large part in the provision of
social services. In order to administer public funds, it is often considered necessary to
engage in activities which might, in other circumstances, be considered invasive.
Means testing, for instance, is applied to certain benefits; unemployment assistance,
rent supplements and medical cards are but examples. Personal information
pertaining to family members may also be considered relevant to the operation of
means tests. More generally, a feature of contemporary transactions with the state are
the detailed records generated, most of which are now computerised. The emergence

2

Reich, Charles A. The New Property, (1964) 73 Yale Law Review 733

3

The US case of Wilkie v. O’Connor 261 Appeals Division, 373, 375, 25 NYS 2d, 617 (1941)
where a homeless man argued it was his right to live in such squalor as he pleased and still be
supported by the public services. The court’s view was he had no right to ignore the
standards of civilised society while being supported at the public’s expense. (p619)
4

Reich, Charles A. Individual Rights and Social Welfare: The Emerging Legal Issues, (1965) 74 Yale
Law Review 1245
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of a unique identification number allows these disparate records to be correlated
easily. As noted by Reich, scrutiny at this level is inevitably an invasion of privacy.5

In Ireland, the practice of identification in the public sector in recent years has
centred almost exclusively on the Revenue and Social Insurance (RSI) Number, and
its successor, the Personal Public Service (PPS) Number. This unique identification
number is required in virtually every transaction which involves the state and public
funds in some manner.

Its emergence as a defacto national identifier and the

development of a public service card will be considered in the next chapter.

3.1.2 To satisfy the requirements of anti money laundering legislation and to
comply with the European Savings Directive

A common situation where Irish people are asked to provide evidence of their
identity is when they seek to open an account or avail of other financial or
professional services.

Section 32 of the Criminal Justice Act 1994 provides that

bodies designated under the Act must take certain measures to establish the identity
of those to whom they provide a service. This legislation was enacted to deal with
the issue of money laundering, and was expanded by Section 2 of the Disclosure of
Certain Information for Taxation and Other Purposes Act, 1996. Now the information
relating to the identity of a person must be retained for “use as evidence in any
investigation into money laundering or any other offence”.6 As a result, while the
requirement to prove identity when using financial and other services come from
European anti money laundering obligations, it is also used by the State for
investigating more general crime.

5

See fn4 at p1247

6

Section 32(9) as amended
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Section 57 of the Criminal Justice Act 1994 requires that bodies designated for the
purposes of Section 32 report to the Garda Síochána where they suspect a customer
or client is committing a money laundering offence. Section 3 of the Disclosure of
Certain Information for Taxation and Other Purposes Act, 1996 permits this
information to be used in the investigation of any offence.

As originally formulated in 1994, the bodies designated under Section 32 of the Act
include

1) Banks
2) Building Societies
3) A Moneybroking business
4) A Trustee Savings Bank
5) A Life Assurance business
6) A business trading in Futures
7) An Post
8) ACC Bank plc
9) ICC Bank plc
10) Credit Union
11) Stock Brokerage7

This list has been extended through the various amendments and regulations as
noted below:

12) A person who carries out activities listed in numbers 1‐9 and 11,12 and 14 of
the list annexed to the Second Banking Directive8, these being
a) Acceptance of deposits and other repayable funds from the public.

7

Criminal Justice Act 1994 Section 32(1)(a) – (m)

8

Directive 89/646/EEC (OJ L 386, 30.12.1989, p. 1)
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b) Lending.
c) Financial leasing.
d) Money transmission services.
e) Issuing and administering means of payment (e.g. credit cards,
travellersʹ cheques and bankersʹ drafts).
f) Guarantees and commitments.
g) Trading for own account or for account of customers in:
i.

money market instruments (cheques, bills, CDs,
etc.);

ii. foreign exchange;
iii. financial futures and options;
iv. exchange and interest rate instruments;
h) transferable securities.
i)

Participation in share issues and the provision of services related to
such issues.

j)

Advice to undertakings on capital structure, industrial strategy and
related questions and advice and services relating to mergers and the
purchase of undertakings.

k) Money broking.
l)

Portfolio management and advice.

m) Safekeeping and administration of securities.
n) Credit reference services.
o) Safe custody services.
Including inter alia:
•

consumer credit,

•

mortgage credit,

•

factoring, with or without recourse,

•

financing of commercial transactions (including forfaiting).

13) Investment and Management Companies authorised under the European
Communities (Undertakings for Collective Investment in Transferable
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Securities) Regulations, 19899, Unit Trusts Act, 1990 and the Companies Act
1990.
14) Insurance Brokers and Agents10
15) Electronic Money Institutions11
16) Accountant (other than one under a contract of service)
17) Auctioneer
18) Auditor
19) Solicitor involved in:
a) the provision of assistance in the planning or execution of transactions
for
clients concerning the ‐
a) buying or selling of land or business entities,
b) managing of client money, securities or other assets,
c) opening or management of bank, savings or securities
accounts,
d) organisation of contributions necessary for the creation,
operation or management of companies, or
e) creation, operation or management of trusts, companies
or similar structures, or
b) the acting on behalf of and for a client in any financial transaction or
transaction relating to land.12
20) Estate Agent

9

SI 78 of 1989

10

Items 12‐14 implemented by SIs 104 and 105 of 1995

11

Criminal Justice Act, 1994 (Section 32(10)(A)) Regulations 2003, SI 216 of 2003 – An
Electronic Money Institution is defined in the European Communities (Electronic Money)
Regulations 2002 implementing directives 2000/28/EC and 2000/46/EC.

12

Activities of Solicitor prescribed by Criminal Justice Act 1994 (Section 32) (Prescribed
Activities) Regulations 2004, SI 3 of 2004
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21) the provision of services to a person in connection with the purchase or sale
of land where payment for the land concerned is in cash and is not less than
€13,000,
22) the provision of investment business services or investment advice,
23) Tax Advisor
24) Money remittance service
25) Companies providing services to collective investment schemes
26) the provision of investment business services or investment advice,
27) the carrying out of trustee or custodian duties for a collective investment
scheme, or
28) Activities of administration companies consisting of the provision of services
to collective investment schemes.
29) Dealer in high value goods including precious stones, metals and works of art
where they payment is in cash and greater than €15,000
30) Casinos13

In the case of an accountant, auditor, solicitor or tax adviser; they are exempt from
the provisions of Criminal Justice Act 1994 , s. 57 when a) ascertaining the legal
position of a client, b) defending or representing the client in judicial proceedings,
and c) giving legal advice14

The forms of identification acceptable for the purposes of Section 32 are not laid
down in statute; instead it is provided that a specified body must take “reasonable
measures” to establish identity. Whatever form of identity is requested, a copy must

13

Items 14 ‐25 were added to the list by the Criminal Justice Act 1994 (Section 32) Regulations
2003, SI 242 of 2003, Regulation 3 which gives effect to the Second Money Laundering
Directive, 2001/97/EC

14

Criminal Justice Act 1994 (Section 32) (Amendment) Regulations, SI 416 of 2003, Regulation

3
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be retained for a period of five years.15 In practice financial institutions tend to
require a passport or driver’s licence along with a recent utility bill as proof of
residence.16

The European Savings Directive17 provides that bodies paying interest must establish
the identity of those to whom they are paying interest by requesting a passport or
official identity card along with proof of address if it is not detailed on the document
provided.18 The body paying interest must retain records of the materials used to
identify individuals. Where interest payments are made to non‐resident customers
the body paying it must forward details of the interest payments to the jurisdiction’s
tax collecting authority19. This information is then shared with the country of
residence of the recipient of the interest payments20. As a result of this provision,
financial institutions in Ireland are now obliged to seek proof of a persons unique

15

Section 32(9)

16

An Post, for instance requires for proof of name either:

a) Current passport, b) Current driving licence, d) Current ID Card with photo from a known
employer/company, e) Current Student ID card with photo issued by a reputable third level
college, f) Department of Social, Community & Family Affairs Travel Pass (other Bus/Train
travel Pass/Ticket not acceptable), or g) Age Card issued by the Garda Community Relations
Section.
Also for proof of address one of the following is required:
a) Recent original Household Utility Bill (ESB/Gas, etc.) in customerʹs name, b) Existing Post
Office Savings/Investment document in the customerʹs name, c) Recent original
Bank/Building Society / Insurance Company statement in the customerʹs name, d) Current
driving licence (if not already used as proof of name), e) Entry in Electoral Register,
Telephone or Street Directory, f) Pension/Benefit book issued by the Department of Social and
Family Affairs, g) Original Notice of Determination for Tax Credit, h) Original Current
Balancing Statement from Revenue Commissioners, i) Original Social Insurance documents, j)
Original Current Household/Motor Insurance Documents, or k) Original Revenue
Commissioners C2 Tax Certificates.
17

Council Directive 2003/48/EC (OJ No L157, 26.6.2003, p 38) on the taxation of savings
income in the form of interest payments. Implemented by European Communities (Taxation
of Savings Income in the Form of Interest Payments) Regulations 2003 (S. I. No. 717 of 2003)
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Less strict requirements apply to contracts entered into before 1st January 2004, see Article 2

19

Article 8

20

Article 9
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personal public service number when opening a bank account, along with the section
32 requirements noted above.21

The aim of the Directive is to ensure that interest payments made in one EU country
will be taxed in accordance with the rules of the country of which the recipient of the
interest payments is resident.22 However, the Revenue Commissioners have stated
that they intend to use the information gathered for numerous purposes related to
more general taxation issues, something which is quite beyond the original scope of
the Savings Directive.23

3.1.3 For the Sale and Consumption of Alcohol

Much debate on the usefulness of ID cards in Ireland has centred on the issue of
underage drinking24. The first legislative provision relating to ID cards in Ireland was
introduced by Section 40 of the Intoxicating Liquor Act 1988. Section 40 provided for
the introduction by regulation of a voluntary age card, while section 41 created an
offence of forging or altering an age card. The debate on the introduction of Section
40 was similar to many debates on ID cards, with some being trenchantly opposed

21

Taxes Consolidation Act 1997 s.898G as inserted by Finance Act 2004 Schedule 4

22

Article 1

23

“Revenue to get data on owners of EU property”, Slattery, Irish Times, 15 July 2005

24

See: Dáil Debates;
Volume 384, Col 27, 15 November, 1988
Volume 397, Col 27, 25 April, 1990
Volume 471, Col 323, 20 November, 1996
Volume 523, Col 1077, 5 October, 2000
Volume 531, Col 1087, 28 February, 2001
Volume 569, Col 459, 26 June, 2003
Volume 574, Col 23, 11 November, 2003,
Debates on issues such as the amendment of the Proceeds of Crime Act, have even steered
towards the introduction of ID cards to remedy underage drinking. E.g. Volume 523, Col
1079, 5 October, 2000
See also submissions by Deputies Howlin and O’Higgins on the Intoxicating Liquor Bill 2000
before the Select Committee on Justice, Equality, Defence and Womenʹs Rights, 22 June 2000
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and others being very much in favour.25 Ultimately however Section 40 wasn’t
implemented for a considerable period of time. Repeated questions from opposition
benches met with the answer that the matter was under consideration26. Following a
report by the Joint Committee of Justice, Equality and Women’s Rights27, section 40
was finally implemented by the Intoxicating Liquor Act 1988 (Age Card) Regulations
1999.

The raison d’etre of the age card was established by section 14 of the Intoxicating
Liquor Act 2000. This section modified the defence under section 31(4) of the
Intoxicating Liquor Act 1988, to serving alcohol to a minor28. Since the 2000 Act, if a
person under 18 has possession of an age card, the publican can escape liability.

The Intoxicating Liquor Act 2003 introduced another offence, that of the owner of a
licensed premises permitting entry to a person aged between 18 and 21 without
carrying an “age document”. An age document is defined as: a Garda age card, a
passport, an identity card issued by an EU member state, or a document issued by a
body in a form prescribed by regulations.29 Thus the situation appears to be that a
publican must ensure a person who may be under 18 has an “age card but if a person
is between 18‐21 the publican must be satisfied that they have an “age document” if
they are to be permitted entry. Thus a card acceptable for the purposes of gaining
entry to a public house may not be satisfactory for purchasing alcohol. Such a strange
requirement makes little sense.30 In light of such uncertainty, it is unsurprising that

25

Dail Debates: Volume 380, Col 2421, 24 May, 1988

26

Dail Debates: Volume 397, Col 27, 25 April, 1990

27

Report of the Joint Committee on Justice, Equality and Women’s Rights on a Review of
Liquor Licensing, 1998 <http://www.gov.ie/committees‐99/c‐justice/Rep‐LiqBill/default.htm>
28

Section 31(1)

29

Section 15

30

A magazine for retailers notes that the current framework has caused Tesco Ireland to
implement a policy of refusing to sell alcohol if there is any question about the age of the
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numerous age discrimination cases have been brought before the Equality Tribunal.
For instance in Bridgeman & Ors v. The Licensee, Beaumont House, Dublin31 three of
complainants had passports, while another had a driver’s licence, yet they were
refused service on the basis that the policy of the establishment was only to accept an
“age card” issued by the Gardaí. The complainants were all aged over 21. In the
course of the proceedings the respondent also made a strange statement to the effect
that had the complainants attended with their parents, he would have accepted
passports as satisfactory identification. The equality officer found in favour of the
complainants.

It is thus unsurprising that the issues of underage drinking and identity cards remain
closely linked. In recent times the leader of the opposition has even suggested that
publicans be given access to personal data including the Personal Public Service
number in order to determine the age of customers. Under Mr. Kenny’s plan,
individuals would be authenticated by a swipe card at the door of the premises.32 In
Mr. Kenny’s view, any civil liberties concerns were surpassed by the malaise of
underage drinking. Some eighteen months later Mr. Eamonn Gilmore asked the
Minister for Social and Family Affairs if a public service card could be used for the
purposes of identification in public houses and off‐licences. In response the minister
noted that she would explore the possibility of using a future public service card for
this purpose33.

purchaser and a garda age card cannot be supplied. It is also noted some off‐licences refuse to
sell to under 21 year olds, while retailers such as Londis implement a more relaxed policy of
identification. The picture is one of chaos. “Retailers Stick with Garda ID for Fear of
Reprisals”, Checkout, September 2005
31

DEC‐S2005‐157‐160 (25 October 2005)
<http://www.equalitytribunal.ie/index.asp?locID=30&docID=700>

32

Dáil Debates: Volume 549, Col 969, 27 February 2002. Mr Kenny suggested the concept of

‘public service’ under the Social Welfare (Miscellaneous Provisions) Act 200232 be expanded
so to include facilities for the entertainment of the public such as public houses, See Ch.4.
33

Dáil Debates: Volume 569, Col 27, 26 June 2003
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Despite the many types of identity documents available for the purpose of
individuals proving their age, calls for a national identity card as a solution to
underage drinking continue.34 The issue of underage drinking, which so preoccupies
the mind of legislators, is likely to be one of the main arguments for any future
public service card straying from the realms of being merely a document used in
transactions with government departments into a more generic “national ID card”. It
is suggested however that a simpler solution may be to simplify the current statutory
framework, something promised by the General Scheme of the Intoxicating Liquor
Bill 200535

3.1.4 To exercise the right to vote

By virtue of Articles 16.1 and 12.2 of the Constitution, every citizen over the age of 18
years may vote in Dáil and Presidential elections. However in order to ensure voting
takes place in an orderly fashion, certain regulations apply. Of interest in particular is

34

During 2005, the industry sponsored body Mature Enjoyment of Alcohol in Society (MEAS)
made a submission that the forthcoming Intoxicating Liquor Act should introduce a
mandatory national ID card.

NOffLA, the National Off‐Licence Association state on their website “The principal facility to
assist licensees in avoiding underage sales is a comprehensive national ID card scheme. Two
years ago the Minister introduced a national ID card scheme, which proved to be flawed in
one vital respect: ‐ the scheme is voluntary. A voluntary ID card scheme means that the
adoption of the cards will not be comprehensive. It now falls on the licensed trade to
encourage customers to apply for the ID cards at their local Garda Stations. While the system
remains voluntary, its adoption will be haphazard.” <www.noffla.ie/id_card.htm>
35

Part 4, Head 123 specifies the following will be acceptable forms of identification, either for
serving alcohol or permitting individuals be present in premises where alcohol is served:

(a) an age card,
(b) a passport,
(c) an identity card issued by a member state of the European Communities,
(d) a driving licence issued by a competent authority, or
(e) a document issued by a prescribed body and in a prescribed form.
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the requirement under section 111 of the Electoral Act 1992 which requires an
individual to produce a “specified document” at the request of the returning officer.

The Electoral Regulations 200236 lists eleven specified documents which may be
produced:
1. a passport
2. a driving licence
3. an employee identity card containing a photograph
4. a student identity card issued by an educational institution and containing a
photograph
5. a travel document containing name and photograph
6. a Bank or Savings or Credit Union book containing an address in the
constituency or electoral area
7. a cheque book
8. a cheque card
9. a credit card
10. a birth certificate
11. a marriage certificate.37

In recent months, concerns about the accuracy of the voter register have re‐ignited
the debate in relation to identification at polling stations as a means of reducing
possible electoral fraud and voter personation. It is interesting to note in this context
that a preliminary injunction was awarded against a recent legislative enactment by
the US State of Georgia purporting to restrict the type of ID acceptable for voter
identification purposes to state issued photographic ID. In reaching the decision that
the provision was likely to be unconstitutional, Judge Harold Murphy took the view
that the legislative provision was disproportionate in that it would serve to prevent

36

SI 144 of 2002

37

Items 7 – 11 must be presented with proof that an individual lives in a particular electoral
area.
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the poor and elderly from voting, while not contributing greatly to preventing voter
fraud.38

In the future, however, a card containing digital credentials may be considered
beneficial to allow people vote electronically. Although bringing its own issues, such
a system can allow people to vote at any polling station in the country irrespective of
constituency, or to vote online where their computer has a smart card reader39. This
is unlikely to emerge as an issue however as the Irish Government appears to be
committed to kiosk electronic voting machines which require individuals to be
present in person at the polling station.

3.1.5

Common travel area between Ireland and the UK and future
participation in the Schengen Aquis

While a passport is needed for travel to most countries on the globe, there exist two
zones in which a passport is not required that are of interest to Ireland: the common
travel area between the UK and Ireland, and the Schengen area. Both of these
agreements have particular ramifications for individual identification and personal
information.

The common travel area (CTA) between the UK and Ireland has no basis in
legislation in the Republic, and while it has existed since Irish Independence, it only

38

Common Cause et al. v. Billups, US DC ND Geo. (18 October 2005).

39

For an analysis of online internet voting see: Leenes, R.E., Svensson, J., Kersting, N. (2004).
“Conclusions: Adopting Electronic Voting ‐ Context Matters”. in Kersting, N., Baldersheim,
H. (Eds.) Electronic Voting and Democracy A Comparative Analysis. (Hampshire: Palgrave
Macmillan.) pp.276‐305.
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gained legal recognition, and its official name in the Treaty of Amsterdam40. The
Ireland Act 1949 recognises that in the UK, Irish citizens are to be accorded free
movement and are not to be regarded as foreign nationals.41 The Aliens (Exemption)
Order 1999 accords reciprocal rights in Ireland to UK and Northern Irish citizens.42

The CTA operates on the basis that no passport controls apply between Ireland,
Northen Ireland, the UK, the Channel Islands and the Isle of Man, and citizens of
either country can travel freely in search of employment or for any other reason. This
however is subject to certain restrictions
1) It operates only for Irish and UK citizens, not all people travelling across the
border; this it has been noted, has led to a de facto practice of stopping people
who look visibly different, including in one situation a black Irishman from
West Belfast.43
2) A photo ID is required when entering Ireland by port, although not through
Northern Ireland

The CTA does not operate on the basis of a removal of borders like the Schengen
Acquis, but instead on the basis that certain individuals may pass freely through
them, and in order to prove they are entitled to pass freely, they will often need to
carry identification. In Ireland and the UK more emphasis is placed on controlling
borders, while in mainland Europe patrolling the borders is largely impossible, and
more emphasis is placed on internal checks44. The details of individuals denied

40

Protocol on the application of certain aspects of article 14 of the treaty establishing the
European Community to the United Kingdom and Ireland

41

Section 2(1)

42

Section 3

43

Mac Éinrí, “The implications for Ireland and the UK arising from the development of recent
EU policy on migration”., Irish Centre for Migration Studies, University College Cork,
<http://migration.ucc.ie/schengencta.htm>
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Fairer, Faster and Firmer ‐ A Modern Approach to Immigration and Asylum, Secretary of
State for the Home Department, July 1998, Cm 4018, par 2.9 <http://www.archive.official‐
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refugee status are shared between both countries and a failed application in one will
not be entertained in the other. However a separate visa is required for either
country.45

The future of the CTA has been cast into doubt by some in light of British proposals
for a National ID card, and it has been suggested that Ireland would need to follow
suit with a similar ID system if one was introduced in the UK.46 It is not immediately
obvious why this is the case. British citizens would have the option of using the ID as
a form of identification to enter into Ireland, and Irish citizens could continue to use
acceptable forms such as the passport or driver’s licence, and could get a British ID
card according to the terms of the implementing legislation.

The Schengen Acquis originated in 1985 as an agreement between the Benelux
countries, the Federal Republic of Germany and France to gradually abolish checks
on their common borders. The Convention implementing the treaty was signed on
the 19 June 1990. The Schengen Aquis came under the competence of the EU in 1997
when it was incorporated into the Treaty of Amsterdam. Neither Ireland nor the UK
are bound by the treaty, but have nonetheless chosen to become involved in certain
aspects of it.

Comparison of ID Cards in the Schengen Area
Implemented Schengen

ID Card

Mandatory

ID card must be carried at all times

Austria

01‐Dec‐97

YES

NO

NO

Belgium

26‐Mar‐95

YES

YES

YES

Cyprus

2007

YES

YES

NO

Czech Republic

2007

YES

YES

YES

documents.co.uk/document/cm40/4018/chap‐2.htm> Michael McDowell in the Dail has
likened the Irish and UK approach to an egg, being hard on the outside and soft on the inside,
Dail Debates: Volume 579, Col 27, 5 February 2004
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Immigration Act 2004, Section 4

46

Gallagher, “Ministers to Speed up Security Measures”, Irish Times, 14 July 2005
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Denmark

25‐Mar‐01

NO

NO

NO

Estonia

2007

YES

YES

NO

Finland

25‐Mar‐01

YES

NO

NO, Police may demand ID

France

26‐Mar‐95

YES

NO

NO, Police may demand ID

Germany

26‐Mar‐95

YES

YES

NO, Police & other officials may demand ID

Greece

08‐Dec‐97

YES

YES

YES

Hungary

2007

YES

YES

YES

Iceland

25‐Mar‐01

NO

NO

NO

Italy

26‐Oct‐97

YES

NO

NO, Police & other officials may demand ID

Latvia

2007

YES

YES

NO

Lithuania

2007

YES

YES

NO

Luxembourg

26‐Mar‐95

YES

YES

NO

Malta

2007

YES

YES

YES

Netherlands

26‐Mar‐95

YES

NO

NO, Police & other officials may demand ID

Norway

25‐Mar‐01

NO

NO

NO

Poland

2007

YES

YES

YES

Portugal

26‐Mar‐95

YES

NO

NO, Police & other officials may demand ID

Slovakia

2007

YES

YES

YES

Slovenia

2007

YES

NO

NO, Police & other officials may demand ID

Spain

26‐Mar‐95

YES

YES

YES

Sweden

25‐Mar‐01

YES

NO

NO

Switzerland

2007

YES

NO

YES

As already noted, unlike the CTA, Schengen provides for true open borders47 with
checks being carried out at the external frontier. Along with open borders, Schengen
introduced compensatory measures under Title III; these include increased police
and judicial co‐operation and, of particular interest, the creation of the Schengen
Information System (SIS), and the unwritten requirement that a state’s citizens need
to be well documented before that state becomes part of “Schengenland”48 As noted
above, not all states in the Schengen area have ID cards, in almost half the countries
they are not mandatory, and in ten countries there is no obligation to carry any form

47

Article 2.1 of the Convention. Article 2.2 recognises however that for public policy or
national security reasons a country may reinstate border checks. This has been done on a
number of occasions, most notably by Portugal for the 2004 European Football
Championships, and also by France in light of the 2005 London bombings.
48

See fn43, also noted by the Minister for Justice, see fn44
47

of identification. However the requirement for an ID card is often linked to full
participation in Schengen49

The Schengen Information System allows for the transmission of alerts in relation to
various wanted or missing individuals. It also notifies authorities in the Schengen
area as to: people wanted for extradition to another member country50, non‐nationals
denied entry51, missing persons52, requests to locate witnesses and supoenaed
individuals53, requests for the surveillance of certain individuals for the purposes of
ensuring public safety or bringing a prosecution54, and information on stolen
vehicles, trailers, firearms, identity documents and banknotes.55 Ireland joined the
Schengen Information System on the 28 February 2002, although not in relation to
article 96, which concerns the denial of entry to nationals from third countries, and
the sharing of information in relation to this amongst other members of the SIS.56
There is no legislation as yet governing the operation of the Schengen Information
System I operation in Ireland, but a request for tenders was made for its integration
with national Gardaí computer systems in early 2006.

3.1.6 Rules relating to non‐nationals
A non‐national is defined in Irish law as “a person who is not an Irish Citizen”.57 By
virtue of regulations made under the Aliens Act 1935, those born in Northern Ireland

49

David Rennie, “Clarke opens door to easing border controls”, The Daily Telegraph, 25
February 2005

50

Title 4, Chapter 1, Article 95

51

Title 4, Chapter 1, Article 96

52

Title 4, Chapter 1, Article 97

53

Title 4, Chapter 1, Article 98

54

Title 4, Chapter 1, Article 99

55

Title 4, Chapter 1, Article 100

56

2002/192/EC: Council Decision of 28 February 2002 concerning Irelandʹs request to take part
in some of the provisions of the Schengen acquis

57

Aliens Act 1935 s2 as amended by Immigration Act 1999 s1.
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and Britain are not considered to be non‐nationals.58 The legislative framework
regulating non‐nationals has come under sustained attack in recent years, most
notably in Laurentiu v. Minster for Justice, Equality and Law Reform & Anor59 and D.P.P
& Anor v. Leontjava60. Both cases centred around Article 15.2 of the Constitution and
the separation of powers in relation to s5(1) of the Aliens Act 1935. The impugned
provisions in Laurentiu were shored up by the Immigration Act 1999, which was, in
turn, found to be unconstitutional by the High Court in Leontjava. Although this
finding was reversed by the Supreme Court, it did not happen before the
Immigration Act 2004 was passed by both houses of the Oireachtas. This legislation
placed the issue of identification as it relates to non‐nationals on a more firm
statutory basis, but does not change the rules to any great extent.

It is interesting to note that while the Aliens Act was drafted long before the
emergence of the European Union, the Immigration Act 2004 does not purport to
specifically exclude EU citizens. Rather they have to rely on the provision in section 2
that provides:
(2) Nothing in this Act shall derogate from—
(a) any of the obligations of the State under the treaties governing the
European Communities within the meaning of the European Communities
Acts 1972 to 2003,
(b) any act adopted by an institution of those Communities,

While a member of the European Union may enter the country freely without
restrictions as guaranteed by Article 18 of the Treaty, it appears they may be

58

Aliens (Exemption) Order 1999 (SI 97 of 1999) s3. The Aliens (Exemption) Order 1935
provided the citizens of: The United Kingdom of Great Britain and Northern Ireland, The
Dominion of Canada, The Commonwealth of Australia, The Dominion of New Zealand, The
Union of South Africa, Newfoundland and India were not to be regarded as Aliens. This state
of affairs was revoked in 1962 by SI 113 of 1962

59

[1999] 4 IR 26

60

[2004] IESC 37, [2004] 1IR 591
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subjected to different identification requirements to Irish and UK citizens where this
does not conflict with community law. This is a particularly strange situation
whereby instead of specifying the circumstances in which its provisions apply or do
not apply, the Immigration Act instead applies all its provisions to community
nationals, subject to a caveat already patently obvious due to Art. 29 of the Irish
Constitution. It is worth noting however that a Community citizen cannot be
subjected to the requirements of the Act for at least the first 3 months of their stay.61
It is suggested that the end result of this odd piece of legislation is that it is
particularly difficult for Community citizens who are asked to provide identification
to argue that particular provisions of the Immigration Act do not apply to them.

Section 9 mandates the creation of a biometric register62 of non‐nationals who have
permission to be in the country. The non‐national is obliged to notify any changes
which may affect the accuracy of the register within 7 days63, while if he or she
moves to a different registration district, the registration officer must be notified
within 48 hours.64 Section 9(4) provides that where a non‐national who is required to

61

Article 6. Directive 2004/38/EC

62

It is envisaged the information, including fingerprints will be shared among member states
electronically via the Eurodac system established under Council Regulation 2725/2000.
The register is to contain, per the second schedule.
•
•
•
•
•
•
•
•
•
•
•
•

Name in full and sex.
Present nationality and how and when acquired and previous nationality (if any).
Date and place of birth.
Profession or occupation.
Date, place and mode of arrival in the State.
Address of residence in the State.
Address of last residence outside the State.
Photograph of the non‐national (which, if not furnished by the non‐national, may be taken by the
registration officer).
If in government service, the service concerned, nature and duration of service, and rank and
appointments held.
Particulars of passport or other document establishing nationality and identity.
Signature (which, if required, shall be in the characters of the language of the non‐national’s nationality)
and fingerprints if required by the registration officer.
Any other matter of which particulars are required by the registration officer.

63

Section 9(2)(b)

64

Section 9(2)(d)
50

register is lodging or staying in the household of another, it is the duty of the
householder to ensure compliance with the Act by reporting the individual.65

Section 11 of the Immigration Act 2004 provides that it is an offence for any person
other than a citizen of Ireland or the UK to enter Ireland without a passport or
identity document stating their identity and nationality.

Section 12, which essentially reproduces section 15 of the Aliens Order 1946 provides
that unless a satisfactory reason for not doing so is provided, a non‐national must
produce on demand to a garda or immigration official, a passport or document
showing his nationality and identity, and a registration document, if registered or
required to be. The non‐production of such identification is a criminal offence and a
member of An Garda Síochána may arrest without a warrant someone who is
suspected of committing such an offence.66 It appears this applies to any person in
Ireland who is not a citizen of Ireland or the UK.

It was recognised in Pok Sun Shum v. Ireland67 that ʺthe State must have very wide
powers in the interest of the common good to control aliens at their entry into the
State, their departure and their activities within the Stateʺ. However in the context of
this broad discretion, the operation of Section 12 and its predecessor has raised some
difficulties, in particular concerning the form and availability of identity documents
which satisfy the section. The Nigerian Tunde Adekiyshe is one such individual who
was charged under the Aliens Order for not having the appropriate ID documents,
despite having possession of an ISIC student card, Dublin School of Law student
card, CIE travel card, Eastern Health Board medical card, Dublin airport employee’s
ID card, and a Department of Justice issued asylum seeker’s ID card. Although the

65

Analogous to Aliens Order 1935 Section 10(3)

66

Section 13

67

[1986] ILRM 593
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case was dismissed in the District Court, such cases have been held up as an example
of the arbitrary way in which the provision can operate.68 In a joint response to the
Immigration Bill 2004 it was suggested by a number of non‐governmental
organisations that section 12 could lead to Irish citizens, and, in particular, those of
ethnic or foreign backgrounds being forced to carry a passport or ID card at all times
to avoid the prospect of detention.69

Despite the apparent difficulties, it is evident from the factual scenario of A. (N.) v.
Governor of Cloverhill Prison & Ors70 that there is a need for a framework to allow
Gardaí and other officials determine the immigration status of certain individuals. In
A. (N.) a Garda noted that the applicant was in the company of a failed asylum
seeker and was requested to produce documentation under s12 of the Immigration
Act 2004. The applicant provided false identification and attempted to evade arrest.
The applicant failed in a judicial review to have his ongoing detention in Cloverhill
prison declared unlawful pending identification.

The recent publication in August 2006 of the scheme of the forthcoming Immigration,
Residence and Protection Bill is likely to once again re ignite interest in this issue.
Aside from introducing biometric identifiers, and regularising to a degree the
operation of section 12, the scheme is vague as to how it will change the present
situation as regards identity documents.71

68

Asylum Seekers Plagued by Legally Questionable arrests. Katherine Smyth, Irish Examiner,
4 January 2001
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Immigrant Council of Ireland (ICI), Irish Council for Civil Liberties (ICCL), Irish Refugee
Council (IRC), Migrant Rights Centre Ireland (MRCI), Joint Response to the Immigration Bill
2004, 3 February 2004
70

[2005] IEHC 12

71

Head 21 merely provides that the “residence permit” will contain: the name, date of birth
and nationality of the holder, a photograph of the holder, and any other information
prescribed.
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Section 10 of the 2004 Act also introduces the concept of a register which must be
kept by the “keeper” of a hotel or place of lodging provided on a commercial basis of
all non‐nationals. This must be available for inspection at all times by a member of an
Garda Síochána. This requirement is less onerous than the regime under Section 12 of
the Aliens Order 1935.

The Immigration Act 2003 provides that “Notwithstanding any other enactment…
whenever so requested, an information holder shall give to another information
holder such information, including personal information, in his or her possession,
control

or

procurement

regarding

non‐nationals…

for

the

purpose

of...

administration of the law relating to the entry into and the removal from the State of
non‐nationals.”72

3.2

State issued identity documents presently used in Ireland

Although we do not have what is commonly referred to as an ID card, there are
innumerable types of identity documents and identification systems in use in
Ireland. It is not proposed to consider all documents, but instead to consider some of
the main methods of identification issued and accepted by public bodies. Thus it is
proposed to consider the driver’s licence; passport; garda age card; and finally the
birth certificate. The public service card will be considered in the next chapter in the
context of a more integrated approach to identity management in Ireland.

72

Section 8(1)
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3.2.1 The Driver’s Licence
In Ireland, like most other countries, it is not permissible to drive a motor vehicle
without a driving licence73. This requirement, along with the requirement to display
a number plate, was introduced by the Motor Car Act 1903. The purpose of a drivers
licence has been to provide evidence that a person has the necessary qualifications to
drive a particular class of vehicle. To ensure that the licence served this purpose, a
member of An Garda Síochána was, up until 2003 entitled to demand its production,
or demand it be presented at a garda station within 10 days. On January 1st 2003,
section 25 of the Road Traffic Act 1994 came into force by virtue of SI 597 of 2002. As
a result, anyone who drives without carrying a driver’s licence is guilty of an offence.
A Garda is permitted to arrest without warrant a motorist who refuses to give a
name and address, or gives one which is believed to be false, or who produces a
drivers licence but refuses to allow it be read.

The first register of vehicles was created by section 6 of the Roads Act 1920. Its
operation was modified by section 131 of the Finance Act 1992 to create a centralised
repository of vehicle records. To compliment the national register of vehicles created
by the Finance Act 1992, section 60 of the Finance Act 1993 allowed for the creation of
a centralised database of driver licences. When read together, as permitted by the
1993 Act, both of these registers compromise the National Vehicle and Driver File
(NVDF). Section 60 provides that the NVDF shall contain:
“…information derived from registers established under section 6 of the Act
of 1920 and shall contain such other information in relation to the licences
aforesaid, the holders of the licences, the duties of excise payable thereon and
the vehicles licensed under the Act of 1952 as the Minister may determine.74

However it appears that the Minister for the Environment, Heritage and Local
Government has never made any regulations in relation to what personal

73

Road Traffic Act 1961, s38.

74

Finance Act 1993, s. 60(1)(b)
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information may be stored in the NVDF. As shall be considered later this has a
number of consequences in light of the Data Protection Framework.

The effect of the NVDF is that the owner of a given car can be easily identified from
the registration plate. While the database may be necessary for administering the
Road Traffic Acts, in the wrong hands this information can be used for nefarious
purposes. For example thieves may use the information to steal luxury cars to order,
or by general busybodies in order to learn more about a vehicles owner than many
would feel comfortable about. Despite concerns voiced by the Data Protection
Commissioner in 1999 that the wording of Section 60 which requires that the
categories of persons referred to in the regulations “shall have access” to the NVDF
could have unintended consequences75, the number of people entitled to access to
this database has grown exponentially. Apart from the Gardaí and Revenue
Commissioners, the following less obvious groups are also entitled to have access to
the NVDF.

•

An Post for the purposes of validation of particulars relating to holders of driving licences
for the Garda Siochana Fixed Charges Processing System (FCPS).

•

Eirtrade Services Limited, for the purposes of hosting the motor tax online service.

•

National Authority for Occupational Safety and Health for the purposes of assisting with
implementing health and safety legislation.

•

Local authorities and all persons contracted to them to provide computer processing
facilities to them.

•

Motor insurers approved by the Department of Transport for the purposes of supplying
details of Driver Penalty Points to facilitate insurance premium discounts to policy
holders.

•

Motor Insurers’ Bureau of Ireland for the purpose of motor vehicle related investigations

•

Persons for the purposes of road or personal safety initiatives.

•

National Car Testing Service Limited for the purposes of assisting in the delivery of the
national car testing service.

•

75

National Toll Roads Limited for the purposes of collecting tolls.

Case Study 3/1999, Annual Report of the Data Protection Commissioner, 1999
55

•

Office of the Director of Consumer Affairs for the purpose of motor vehicle related
investigations.

•

SWS Business Process Outsourcing Limited for the purposes of providing data processing
services for the Driver Licence Penalty Points system.

•
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One group of people who have lost access to the NVDF in the most recent
regulations on the issue are motor vehicle manufacturers and distributors.77

Apart from those having direct access to the NVDF, it is also possible for others to
access the information indirectly through licensing authorities. Due to the Road
Traffic (Licensing of Drivers) Regulations 199978, the Garda Síochána and officials of
the Minister for the Environment are permitted to request any information held by
licensing authorities, and enter into the premises of the authority to inspect the
records. Of more concern is that a member of the public, on showing reasonable
cause, is also permitted to access information held by a licensing authority on any
individual.79 There are no obvious safeguards against this facility being abused, and
anecdotal evidence suggests access is readily provided to individuals who do not
always have the most high minded of objectives.

In many countries without national identity documents, the driver’s licence has often
de facto fulfilled this purpose. Most notably in the US since the passage of the REAL
ID Act80 state driver’s licences are required to contain certain identifiers81, and not be
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issues to undocumented immigrants. The REAL ID Act has widely been viewed as
introducing a de facto national ID card by congressmen82, civil liberties groups83, and
journalists84 alike. The Irish driver’s licence is not dissimilar to the document
provided for in the REAL ID Act, since aside from having a printed rather than
digital photograph, and not being machine readable, it contains similar identifiers. It
is not necessary however for one to prove one is lawfully entitled to be in the country
in order to get an Irish driver’s licence. The step taken in Ireland of requiring drivers
to carry their licence when driving85 was viewed by some commentators as a step
towards creating a de facto national ID card. For the vast majority of drivers however,
it changed the document from being something stashed in a filing cabinet and largely
forgotten about, to something carried around on a daily basis. The probable inclusion
of the driver’s licence as an acceptable form of identification for the purposes of
purchasing alcohol in the forthcoming Intoxicating Liquor Act can only be viewed as
another step towards the driverʹs licence becoming a more general form of identity
document.86
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Due to the fact that the vast majority of the adult population have a driver’s licence,
and the high level of credibility attached to it, it is often used as an identification
document where required. It is however far from flawless; individuals can get
duplicate licences by “accidentally” losing one; something which often occurs
immediately preceding a driving conviction. It has also been noted that its format is
vulnerable to forgery and can facilitate identity theft.87 A more resilient credit card
sized driver’s licence was reported to be in consideration at the time Section 24 of the
Road Traffic Act 1994 was commenced. However this has not yet come to fruition.88

The Department of Environment, Heritage and Local Government has stated its
desire to use the Personal Public Service Number as a driver’s identifier, however
this is currently regarded as impracticable due to the current prohibition on the use
by an Garda Síochána of the PPS Number for purposes other than dealing with its
own members, and the fact it has only begun to hold the PPS Number of drivers in
recent years.89 The inclusion of the PPS Number on the driver licence would have the
effect of creating a document capable of individually linking a person to their PPS
Number90. This would have the inevitable consequence of people being asked to
produce their drivers licence as evidence of their identity and PPS Number when
dealing with public services. It would also allow the PPS Number be used for law
enforcement purposes, it would encourage and allow third parties, such as publicans
and financial institutions to seek to view a persons PPS and personal information.

3.2.2 The Passport
A passport is a document which verifies the identity and nationality of a person and
is used extensively in international travel. The first modern passport for Britain and
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Ireland was introduced by the British Nationality and Status of Aliens Act 1914,
although passports have existed since at least the fifteenth century91, having
originally derived from the exercise of crown prerogative.

The British Act was

repealed by the Irish Nationality and Citizenship Act 193592. The only statutory
reference to the power to issue passports is contained in Section 1 (XI) of the
Ministers and Secretaries Act 1924, where it is provided that:
“the Department of External Affairs shall comprise … the administration and
business generally of the granting of passports and of vises to passports, and
all powers, duties and functions connected with the same.”

In The State (M) v. A.G.93, it was recognised that every citizen has a constitutional
right to a passport, and that subject to certain limitations, there existed an
unenumerated right to travel outside the state.

The passport is often used in lieu of an identity card by Irish citizens abroad or in an
international context. Countries that require mandatory ID cards to be carried at all
times require visitors to carry their passport. In purchasing property in other
European countries, the passport number is often used in lieu of a national
identification number as an additional identifier in contracts.

Under the Schengen Acquis, Ireland and the UK are not bound by European
Standards on biometric passports94. However, in response to the requirements of the
US Enhanced Border Security and Visa Entry Reform Act 2002 which requires
countries to have a biometric passport in order to avail of the visa waiver programme
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when travelling to the US, Ireland has introduced passports with a secure digital
photograph. This is printed rather than stored digitally. The digital copy is held by
the passport office. It is unclear if this is forwarded to US authorities under the US‐
VISIT95 programme. The Minister for Foreign Affairs has stated in the Dáil the
information will be used for passport purposes only, and that there are “no legal
implications”96

3.2.3 The Garda Age Card
Section 40 of the Intoxicating Liquor Act 1988 enables the Minister for Justice to make
regulations for the introduction of an “age card” to enable persons over 18 prove
their age for the purposes of acquiring intoxicating liquor. These regulations were
introduced in 1999, naming An Garda Síochána as the issuing authority97.

In order to acquire an age card, a birth certificate, and another document proving
identity must be produced. The age card contains the following information: a)
Name, b) Date of Birth, c) Photograph and d) Security features.98A record of the
application for an age card is stored for a period of 3 years, after which it is
destroyed.99
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As noted earlier in the chapter100, there has been much debate about identification for
the purposes of purchasing alcohol. In this context, the take up of the Garda age card
has been promoted due to it being the sole document suitable for fulfilling the
criteria of section 14 of the Intoxicating Liquor Act 2000.101 However the age card
scheme has been criticised for having long waiting lists and being prone to
tampering.102 It is suggested however that the scheme is a commendable one in its
efforts to balance the need to enforce liquor licensing laws with the desire of other
groups of individuals to preserve their privacy. In particular, the focused nature of
the card has ensured its use has not grown beyond the purposes for which it was
originally introduced.

3.2.4 The General Register Office and the Birth Certificate
The first system of registering births was brought to Ireland by Henry Vlllʹs
Chancellor, Thomas Cromwell in 1538. However it operated on a parochial rather
than national basis, and had limited success. The office of the Registrar General for
Births Deaths and Marriages was established by the Marriage (Ireland) Act 1844, and
had its remit extended to recording births and deaths by the Registration of Births
and Deaths (Ireland) Act 1863. The operation of the office has remained largely
unchanged since its inception, although its official name is now An t‐Ard
Chláraitheoir103. For the purposes of this discussion however it will be referred to as
the General Register Office (GRO).

Before 2004, the system of Registration operated in districts, with each registrar
under a duty to inform himself of any births, deaths, or marriages within his
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district104. This burden was eased somewhat by the duty placed on “qualified
informants” to provide details of the birth within 42 days of it occurring.105 The Civil
Registration Act 2004 requires parents or, in default, a qualified informant to register
the birth within 3 months.106

The operation of the GRO was considered in great detail in the High Court by
McKechnie J in Foy v. An t‐Ard Chláraitheoir107.The facts of the case concerned a
transsexual who wished to have the details relating to her gender altered. The
request was refused by the Registrar, on the basis that an alteration could only result
from clerical errors, or errors of fact. A person who had undergone gender
reassignment surgery could not have their details amended under either of these
provisions. The view of the Registrar was upheld by McKechnie J.

The register of births, deaths, and marriages is thus a historical rather than a living
document, and is largely unsuitable to prove the current identity of an individual.

The birth certificate is not a form of identification, although in Ireland like elsewhere
it is often relied on as such, for example in the Foy case, production of a birth cert
was demanded for participation in a FÁS course. Apart from the practical difficulties
of it being large and fragile, it has no form of biometric such as a photograph, nor is it
particularly difficult to reproduce. Furthermore, a birth certificate can easily be
acquired on payment of the requisite fee without being required to present any form
of ID. Despite its obvious limitations, the Birth Certificate often serves as an
identifying document in order to acquire more secure forms of identification, such as
a driver’s licence108 or Public Service Identity109. While in the case of both examples a
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form of photographic ID is also required, this can consist of a document issued by
inter alia an educational institution, or employer. Due to the large variation in design
and layout of privately issued ID cards, there is a lesser probability of a fraudulent
card being detected. The issue of Birth Certificates being used as “breeder
documents” for false identities has long been recognised110, and continues to be a
major source of identity theft.111

While the Birth Certificate is not an ideal form of identity, the importance of the GRO
in the creation and maintenance of a database necessary for identification has not
gone unnoticed. In an Interdepartmental Report in 1996, it was recognised that the
computerisation of the GRO would allow a unique identifier be allocated at an early
stage112, which could lead onto more efficient administration of social services.

The GRO is now largely computerised, with all events being stored in a central
database rather than in a ledger. This change has resulted in many practical benefits
for individuals – birth certificates can be obtained from any office, and can be
obtained in a timelier manner113. The change has also allowed the GRO fulfil the
function of allocating unique personal public service numbers to each individual and
to populate a database of identities, known as the “public service identity”. This
function will be considered in the next chapter.
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3.3

Difficulties with the current identification regime

In this chapter, after considering the various situations in which identity must be
proven, and the documents which facilitate the establishment of identity, it is
difficult to conclude that the present framework is anything but unacceptable. The
plethora of different rules regarding identification requirements makes it almost
impossible for individuals to be certain what personal information they must divulge
and that which they may retain. Furthermore, the motley collection of identity
documents does little other than create difficulties for individuals while not
protecting privacy to any great extent.
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4 Identity Management in Ireland 1996 ‐ 2006
Identity management is normally considered to concern the set of processes, tools
and social contracts surrounding the creation, maintenance and the termination of a
digital identity114. Typically this involves personal information being stored in a
database; protocols to allow the personal information to be transferred into and out
of the database, and shared as appropriate; and often a token or ID card to link the
identity in the database to the individual holding the token/card.

At its simplest, identity management can entail logging onto an email account. The
user will provide a user name and a password, which if it matches the corresponding
entry in a backend database, will allow access to the account. A similar example may
be withdrawing money from an ATM; the user will supply a card and a PIN. If the
card refers to a valid account, and the pin matches, the user will be entitled to
withdraw money if his account is in credit. The card itself has no value stored within
it, and if it is lost the balance of the account will not change, it is merely a token.

The question whether one should have to authenticate ones age in order to purchase
an alcoholic drink, or prove ones identity at a polling station, is outside the scope of
this work. However it will be taken as given that, at times, it will be necessary for
most people to prove they are who they claim to be. Governments play increasingly
interventionist roles in modern society and, as such, it is necessary for the state to
provide a mechanism so its citizens and visitors can prove their identity, in particular
for the purposes set out in Chapter 3 above.
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A national identity system, for a number of reasons, is of more consequence than
systems more limited in scope such as those referred to in the previous chapter. This
is because:
a) National identity management systems tend to be unrivalled in the breadth of
information stored, both in terms of the detail, and the number of individuals
covered.
b) There generally is an absence of free choice among those who are included in
the system.
c) They have the capacity to be used for a wide variety of purposes, since
government is involved with healthcare, education, social welfare, policing
and many other activities.
d) National identity management systems developed and used by the public
sector often cross into the private sector, thus making the system even more
ubiquitous.
e) A higher level of trust is normally placed in national identity management
systems developed by government agencies, thus increasing the potential for
errors and omissions to cause hardship to those whom they affect.

4.1

The Emergence of an Identity Management System in Ireland

The emergence of an identity management system in Ireland can be traced back to
the 1996 Inter‐departmental Report on the Development of an Integrated Social Services
System (ISSS Report). The report noted the lack of integration between the various
arms of the Social Services, and, in response, made a number of proposals, including:

a) The creation of a public service identifier. It was envisaged the Revenue and
Social Insurance Number would fulfil this requirement, and would be
allocated from birth by the General Registers office. The new number would
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serve as a unique identifier for health and education purposes, and allow for
the exchange of data between organisations.115
b) The computerisation of the General Registers office and legislation to allow
state bodies access to the registration data.116
c) Expansion in the use of the Social Services Card to allow it be used as an
identification document and to provide secure access to personal information.
It was envisaged this would take the form of a smart card.117
d) The simplification of means testing and the establishment of a central means
database to which all agencies would have access, thus allowing any change
in means identified by one agency to trigger a review of all other claims.118
e) The creation of a “one‐stop‐shop” for the delivery of Social Services.119

The proposals set out in the 1996 report have largely been followed, albeit
incrementally. The development of the identity management system currently in
place in Ireland can be broken into three milestones. The first milestone, which was
introduced as a direct response to the ISSS report was Part IV of the Social Welfare
Act, 1998. This introduced a unique individual identification number for people in
their dealings with the Public Service. It was called the Personal Public Service (PPS)
Number. Part IV also provided the statutory basis for the introduction of a Social
Services Card, and made provision for data sharing to take place between various
government agencies, a practice which would otherwise have been prohibited by
data protection legislation.
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The second milestone was in 2002, where the 1998 statutory framework was updated
to include the concept of the “Public Service Identity” by the Social Welfare
(Miscellaneous Provisions) Act 2002.120 This legislation marked a shift from the PPS
Number being used for administrative purposes into something more closely
resembling a national identity number.

The third milestone, which has yet to be reached, could be considered to be the
“Standard Authentication Framework Environment” (SAFE); the main aspect of
which will be a card or token which will provide for the authentication of persons in
the context of public services. In popular parlance, the SAFE can be considered an ID
card.

4.2

The Architecture of the Irish Identity Management System

A national identity management system uses the same basic building blocks as any
other. These are: a unique identification number, a database, information sharing
protocols and an identity document. Most of these basic elements are presently
deployed by video rental shops to keep track of their customer’s rentals, or banks to
control and administer accounts. In these situations your unique identification
number will be your account number and identity document your rental or ATM
card. It is worth considering these building blocks in more detail as they apply to the
Irish national identity management system.

4.2.1 The Unique Identifier
A fundamental aspect of any identity management system is the use of a unique
identifier. They are used extensively to distinguish everything from cars, to library
books, and of course, people. A common example of a unique identifier is the
number plate on a motor vehicle. The number plate provides a means to distinguish
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a certain car from the multitude of identical cars of similar design and vintage. Every
number plate is different, and, as such, there is no scope for confusion with multiple
matches. In the context of the Irish identity management system, the PPS number
fulfils the role of unique identifier. The role of the PPS number and its legislative
background is considered later.

4.2.2 The Database
Databases, despite their rather technical name, are quite straightforward. A database
is little more than an electronic filing cabinet, which does however differ from a
traditional filing cabinet in a number of respects: firstly the information stored within
can be sorted in a multitude of different ways; secondly, it can be searched
electronically, and thirdly; it can normally be accessed from any computer connected
to a network. The “Public Service Identity” (PSI) established by the Social Welfare
(Miscellaneous Provisions) Act 2002,121 is the database component of the Irish
Identity Management system. It is operated by the Client Identity Services (CIS)
section of the Department of Social and Family Affairs. The function of the PSI is
mainly that of authentication; it provides a set of personal information on individuals
which can be relied upon by all public bodies as being correct. If a person volunteers
their PPS Number, their name and date of birth, it can be validated against the PSI.
The PSI is ultimately a national population register.

4.2.3 Information Sharing Protocols
As shall be considered later in the chapter, the PPS number facilitates a great deal of
data sharing. However the PPS number on its own would not suffice to enable data
sharing to occur. Even with the majority of records computerised, the task of
allowing multiple agencies to share data would be a very difficult one Basic
standalone PCs used by small educational institutions could not communicate easily
with large servers operated by government departments. Such incompatibilities
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would mean that for data sharing to take place the information might need to be
printed out and sent by courier; or at the very least floppy disk or tape media might
have to be exchanged. The Reach agency was established by the Government to deal
with this problem in the context of providing integrated access to the public service.
The solution to the data sharing problem was the creation of an asynchronous
messaging hub122, known as the Inter Agency Messaging Service (IAMS). The IAMS
is asynchronous in that it does not require a direct connection between the two
computers sharing the information. Instead the information is sent from one
computer to the messaging hub, from where it is forwarded to the receiving
computer. In many ways, it may be compared to a virtual courier forwarding a
virtual package of information rather than two computers ‘talking’ over a telephone
line. Various channels can be used to access the IAMS, thus allowing multiple types
of incompatible systems to communicate freely.

The IAMS is currently used for sharing information between the General Registers
Office and the Department of Social and Family affairs for the purposes of allocating
PPS numbers and populating the Public Service Identity of newborns.123 While
formerly it may have been necessary to establish an expensive network of computers
to enable data sharing to take place, government agencies can utilise the IAMS using
their current IT infrastructure, thus reducing dramatically the costs involved in
information sharing.

4.2.4 The Identity document
The function of any ID document is to link the physical being of a person with their
identity. While a database can store large amounts of information on a given person,
the information remains part of what is described by Locke as one’s psychological
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identity124 it does not create any direct links to the physical existence of a person,
again to paraphrase Locke, a record held by a social welfare agency with a certain
unique ID and name could in theory (although unlikely in practice) refer to “a cat or
a parrot”, and a cursory examination of the database would not provide any insight
into this fact. Bentham recognised this difficulty in Principles of Penal Law. As a
solution he proposed that “every individual should have a proper name, which
should belong to him aloneʺ, and he also noted with some approval the ʺcommon
custom among English sailors, of printing their family and Christian names upon
their wrists, in well‐formed and indelible characters.ʺ125

The function of an ID document is essentially the same as Bentham’s wrist tattoo. It
links a person’s physical identity to their psychological identity. Before the
widespread adoption of computer databases, the ID document was important. A
record held in a central office could not easily be accessed in a peripheral region, and
the information on the document often constituted the sole basis for establishing
identity. A person’s psychological identity was linked to their physical identity either
by virtue of them being the holder of a particular document, or by virtue of a
biometric on the document; such as a photograph, fingerprint or description of their
features. With the development of advanced biometrics, such as fingerprint readers,
face recognition, and iris scanners, along with developments such as the implanting
of RFID chips under people’s skin, ID documents are no longer strictly necessary.
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However in comparison to the unreliability and cost of biometrics126, and grave
privacy concerns surrounding RFID, the ID document still offers advantages, in
particular since it can be authenticated to a certain degree by humans, without the
need for expensive or specialised equipment.

The identity management system envisaged by the Irish Department of Social and
Family Affairs envisages an ID document, and such is currently being developed.
The document will be linked to the Public Service Identity (PSI) Database, and will
be used to verify that a particular person is the holder of a claimed PPS number. It is
envisaged that such a document will be used across the public service and also by
state agencies, and that it will be a smart card, verifiable by human observation, and
to a higher degree using computer technology.127

The unique identifier, database, information sharing protocols and ID document
together, form an integrated identity management system for the Irish Public Service.

4.3

The PPS Number

4.3.1 The benefits of a Unique Identifier
It is difficult to deny the benefits that a unique identifier (UI) can bring when one is
dealing with large numbers of people. Personal details, when used as identifiers,
become less useful as the sample of people grows due to the existence of a large
number of people with similar characteristics. A unique identifier solves this
problem. With electronic data processing, a UI becomes of even greater benefit, as it
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facilitates the organisation and matching of data sets. The practical benefits of UIs
were described by the Lindop Committee in the following terms:
ʺIt can be argued that if a single and unique Identifier were given to every
member of the population and if it were to be used by all data users on all
occasions, the overall costs to users might be reduced. It could also be argued
that the citizen too would benefit by not having to remember or record
different means of identification for each of his many activitiesʺ128

The Council of Europe, in a 1991 report, noted that a UI was a way of avoiding
confusion, especially where identification may have financial consequences, and
allows for improved accuracy of records through cross checking.129 The PPS number
is such a UI, it can never be allocated twice, and a person can only ever have one PPS
Number. It thus allows records be easily retrieved even if there exists multiple
matches of the same name and address, and it allows data be matched, even in
situations where one record may have a misspelling or if there is an anglicised
version of an Irish name.

4.3.2 Disadvantages of National Unique Identifiers
The Council of Europe report noted that “There is no doubt that [UIs], in conjunction
with automatic data processing, tend to increase the power of the administration.”,
and that the matching of datasets tends to exclude “the data subject from the
information circuit” by allowing automatic sharing and matching of information
rather than directly requesting the information.
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Report of the Committee on Data Protection (Lindop Committee), 1978, Chapter 29, para.
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Study prepared by the Committee of Experts on Data Protection (CJ‐PD) under the
authority of the European Committee on Legal Co‐operation (CDCJ), (Strasbourg, 1991),
Chapter 2
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A report drafted for the US Secretary of Health, Education, and Welfare (HEW
Report) in 1973130 noted many of the problems inherent in a national unique
identifier. In particular these problems were considered to be: greater incentives to
link and broaden access to records, unwarranted exchanges of information, arbitrary
and uncontrolled linkage of personal information, and denial of status and benefits
without due process.131 The report also noted the enhanced possibility of identity
fraud to which a national UI could give rise.132

As noted by Congressman Frank Horton, the privacy implications of a national UI
are far from hypothetical:
One of the most practical of our present safeguards of privacy is the
fragmented nature of personal information. It is scattered in little bits across
the geography and years of our life. Retrieval is impractical and often
impossible. A central data bank removes completely this safeguard.133

It is evident therefore that many of the concerns raised in the HEW Report are
equally applicable in an Irish context. The 2004 Annual Report of the Comptroller
and Auditor General considered in some detail the operation of the PPS number. It
was found that bogus PPS numbers were being used by their holders to get benefits
to which they were not entitled, amounting to losses of up to €50 million. The
comptroller also noted that there was a risk of the system being discredited due to
bogus PPS registration information being used to open bank accounts and obtain

130
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credit cards.134 The use of a unique identifier can also give rise to a phenomenon
known as “reverse identification”. In this situation the identity is known, but the
person is not. A common example is the ability to establish the owner and registered
address of a motor vehicle through a query using the number plate. This can be done
legitimately135, or illegitimately. Identity thieves use national identity numbers in a
similar manner to obtain information on the person they seek to impersonate.

Apart from the practical dangers of excessive information collection and identity
theft, many people feel quite strongly about numbers being used to identify
people.136 Sobel suggests that a national identity system “degrades the moral
economy of political and personal identity by modifying personhood from an
intrinsic quality inhering in individuals into a quantity measured by number”137

4.3.3

The development of the PPS Number

The number now known as the PPS number was created when its forbear, the PAYE
Number which was used in dealings with the Revenue Commissioners, and Social
Welfare Insurance Number, was replaced in 1979 by the Revenue and Social
Insurance (RSI) Number, as part of a larger change in the collection of taxes. The
Revenue Commissioners were originally given control over the issuance of the new
number, but the Department of Social Welfare took control over RSI in April 1991.
The first time the RSI number was put on a statutory basis was under Section 23 of
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the Social Welfare Act 1993, which gave the Minister for Social Welfare the power to
issue a “personal social services number” and laid out the identification procedures
required before a number be issued.138 The RSI number was renamed the “Personal
Public Service” (PPS) Number by Part IV of the Social Welfare Act, 1998.139 The
change in name marked a change in the use of the number, from being used only by
the Revenue Commissioners and Department of Social Welfare, to being used by
public services in general.

The PPS Number is allocated to citizens and foreign nationals who have had reason
to deal with social services. The legislative basis of the PPS number is now to be
found in the Social Welfare (Consolidation) Act 2005, which provides that “the
Minister may allocate and issue a personal public service number to each person who
is the subject of a transaction with a specified body”140. A “specified body” originally
consisted of the following: a) a Minister of the Government, b) a local authority, c) a
health board, d) the Revenue Commissioners, e) an Foras Áiseanna Saothar, f) An
Post, g) An tArd‐Chláraitheoir, h) the Legal Aid Board, and i) An Garda Síochána
and Defence forces for their own members.141 However the concept of a “specified
body” has been expanded every year since, except 2001 and now includes 63 listed
bodies, some of which are broadly defined such as “a person who provides,
organises or procures a program of education or training”.142 As a result there exist
many hundreds of “specified bodies”.
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Apart from the specified bodies who are entitled to use the PPS Number, there are
certain persons entitled to demand the PPS Number in the course of a transaction
with a specified body. Employers, for instance, while they may not use the PPS
Number for their own purposes, keep the PPS on file for dealings with the Revenue
Commissioners and other specified bodies. Likewise, under the Residential
Tenancies Act 2004, all private residential tenancies must be registered by the
landlord with the Private Residential Tenancies Board; a specified body.143 However,
in order to effect registration, the landlord must provide the PPS Numbers of the
tenants unless the number cannot be ascertained by reasonable enquiry.144 This
substantially widens the pool of people entitled to view another’s number, and
largely deprives it of any secrecy.

Along with the requirement that the PPS be divulged only to a specified body, it
must only be divulged in the course of a transaction. A transaction is defined as “a)
an application, b) a claim, c) a communication, d) a payment, or e) a supply of a
service, relating to a public function of a specified body which relates to a natural
person.”145

Any person who uses a PPS Number or seeks to have one disclosed to him or her
other than a) the person to whom the number refers, b) a specified body, c) a person
who has a transaction with a specified body and the PPS number is relevant in that
transaction and d) A person required to comply with sections 221 or 222, is guilty of
an offence.146
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Section 223 as amended by the Social Welfare (Miscellaneous Provisions) Act 2002, Section
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Specified bodies are not restricted in the uses to which they may put the PPS
Number. Thus the number may be used as a staff number for an employee of a
specified body, but may not be used by an ordinary employer. The Department of
Education is a good example of this where it serves as a staff number147 and student
number for post primary students.148 All educational institutions are specified bodies
and entitled to use the PPS Number, and many schools choose to do so.149 Local
Authorities likewise make extensive use of the PPS Number to maintain electoral
registers and administer services.

4.3.4 National Identifiers in Other Jurisdictions
It is suggested that the allocation of a unique identifier to people is not, by itself
objectionable. Instead what is of concern is how such an allocated number is used.
Different countries deal with UIs for their citizens in vastly different ways. In order
to illustrate these varying practices, three countries are considered: the United States,
which has a loosely regulated UI; Austria, which has a technically advanced one; and
Portugal, where the existence of a UI is unconstitutional. Due to its relative youth,
and evolving nature, it is difficult to compare in any great detail the PPS Number to
national identifiers in use in other countries. However some broad conclusions may
be drawn:
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United States
In the US, the Social Security Number is the pre‐eminent identifier in use. It was
established by the Social Security Act of 1935 to assist in allocating social insurance
entitlements, and the number is allocated to every US citizen and non‐national
entitled to work in the country. Due to its prevalence its use has been extended far
beyond its original ambit, and it is used by government agencies at County, State and
Federal Levels for various administrative purposes.150 It is also used widely by
industry in the private sector.

In order to minimise the adverse consequences for citizens which might flow from
use of the SSN, the Records, Computers and the Rights of Citizens (HEW Report) in 1973
made a number of suggestions.151 The suggestions included
1) The introduction of a right to refuse to disclose the SSN to any body other
than a Federal body explicitly permitted by legislation to request it and a
right to redress if such resulted in a loss of benefit.
2) A prohibition on organisations permitted to request the SSN making any use
or disclosure of the SSN without informed consent, except for the purposes
for which it was obtained.
3) The introduction of legislation prohibiting the SSN being used for
promotional or commercial applications.152

The HEW report ultimately formed the basis of the Privacy Act 1974, and while the
use of the SSN by public bodies was restricted somewhat as a result, its use by
private institutions was largely ignored. Thus, unlike the PPS Number, private
institutions may request the SSN, and it is routinely used in the course of building
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databases and verifying identities, e.g. in the Insurance and credit referencing
industries.153

The widespread use of the SSN has, however, attracted criticism, and there is a
growing trend towards restricting its usage. In 2004, the US General Accounting
Office (GAO) noted “the more frequently SSNs are obtained and used, the more
likely they are to be misused”.154 An examination of recent legislation passed in this
area suggests that this sentiment is shared by state and federal legislatures. In recent
years the Federal Government has introduced restrictions on the use of the SSN in
the Drivers Privacy Protection Act155, the Gramm‐Leach‐Bliley Act156, and in
amending the Fair Credit Reporting Act.157 States such as California158, Missouri159,
and Arizona160 have also enacted wide ranging restrictions on the use of SSNs.

153

United States General Accounting Office, “Testimony Before the Subcommittee on Social
Security, Committee on Ways and Means, House of Representatives, Social Security
Numbers, Use Is Widespread and Protections Vary.”, GAO‐04‐768T (Washington DC, June
2004)

154

Ibid p. 15

155

18 U.S.C. § 2721 (1994). The DPPA prohibits the obtaining and disclosure of SSNs and
other personal information from vehicle records except where permitted by law.
156

15 USC § 6801 (1999). The GLBA introtroduced a number of safeguards as part of the
modernistation of the Finncial Services sector, in particular it limited the situations where
financal institutions may disclose SSNs and other personal information to third parties.
157

15 U.S.C. §§ 1681‐1681u. (1970). Amended by the Fair and Accurate Credit Transactions
Act (FACTA), 2003. One of the most notable provisions of FACTA is section 605 which
specifies that the last five digits of the SSN must be omitted at the request of the individual
when a credit report is being supplied.
158

California Senate Bill 168

159

2003 Missouri Senate Bill 61

160

2003 Arizona Session Laws 137
80

Austria
The Austrian unique identifier is vastly different to the SSN or PPS Number.
Implemented by the 2004 e‐Government Act161 the Austrian framework is far more
elaborate than anything yet considered in a common law country.

Rather than use a single national unique identifier, the Austrian system uses a
“Source Identification Number” (Stammzahl) and a “Sector Specific Personal
Identifier” (bereichsspezifisches Personenkennzeichen – bPK). The Stammzahl is a
private number which is stored both in the Central Population Register (Zentrales
Melderegister – ZMR), and electronically on the Citizen Card, the “Bürgerkarte”162.
Rather than sharing the Stammzahl in a manner similar to the PPS Number, a bPK
can be generated by hashing the Stammzahl and an ID number assigned to the
particular sector (e.g. Passport Office, Social Welfare, etc). The result of operating the
one‐way function will be to create a unique identifier from which the Stammzahl
cannot within reason be derived, but is nonetheless inextricably linked to it.

The benefit of such a system is that data matching cannot take place with any great
ease, as different sectors have what is in effect a totally different unique identification
number. In this way it is an example of technology, rather than legal protections
reinforcing the right to privacy. The operation of the system has however been
criticised by Austrian privacy advocates on the basis that the Data Protection
Commissioner is responsible for maintaining the ZMR with no separate independent
oversight.163 This blurs the line somewhat between the DPC being a gamekeeper
rather than a poacher.

161

E‐GovG, Federal Law Gazette I, Nr. 2004/10.

162

See <http://www.buergerkarte.at/index_en.html>

163

Electronic Privacy Information Center and Privacy International, Privacy and Human Rights
2004, (Washington DC, 2004) p. 212
81

Portugal
Unlike many other western democracies, Portugal has quite a detailed constitutional
right to Data Protection. Article 35.5 furthermore states that “The allocation of a
single national number to any citizen shall be prohibited.”164

Portugal does have a compulsory ID card, the Bilhete de Identidade. This card has a
number, allocated sequentially and with a check digit. Unlike some jurisdictions, this
number is maintained when a card is replaced or renewed.165 The number is stored in
a database, as well as on the card itself.166

The Portuguese Data Protection Commissioner has noted that unique identifiers are
not contrary to the constitution, so long as they are not used broadly and there is no
risk of data being gathered from disparate sources by their use. In a 1995 decision,
the Data Protection Commissioner concluded that the inclusion of the ID card
number in a health database was excessive, and was not necessary for authentication
purposes.167

While Bilhete de Identidade is due to be replaced soon by a one combining identity,
health insurance, tax, electoral, and social security functions, the replacement will not
use a unique identifier, and will not have a single database containing all the relevant
information. As a result of the constitutional impediment to using a number like the
PPS number, it appears that the Portuguese government were obliged to consider
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more innovative and privacy enhancing solutions, such as electronic signatures for
identification and authentication.168

The PPS Number in comparison
After considering the US, Austria, and Portugal it is evident that the PPS number is
more closely aligned to the most primitive of the three, the US Social Security
Number. It is disappointing that the Irish government did not take the initiative to
introduce a more considered framework in the Social Welfare Act 1998. The ability of
the PPS number to interfere with individual privacy has been increased in the years
that have followed as it has become more widely used. While an identifier with the
technological capabilities of the Austrian system, and the legal protections of the
Portuguese one, could have been implemented, instead the decision was made to
follow closely the SSN model from the 1930’s.

4.4

The Public Service Identity

4.4.1 Introduction
In Ireland, the Public Service Identity (PSI) fulfils the requirements of a database of
identities. As previously noted the PSI is a set of personal information contained on
a central computer operated by the Department of Social and Family affairs which
may be accessed by any body specified to be entitled to use the PPS number.

The information contained in the PSI can come from three sources. For the majority
of people, the information is taken from the Department of Social and Family Affairs’
(DSFA) Central Record System (CRS). The CRS is used by the DSFA to administer
the social welfare system, and considering it holds information on over 5 million
people since 1979 it proved an ideal starting point from which to create the PSI
database. The second method of acquiring a PSI involves attending a Social Welfare

Portugal to launch citizen card in 2006, IDABC eGovernment News, 17 May 2005
<http://ec.europa.eu/idabc/en/document/4298/342>
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office, filling out a form and providing various forms of identification.169 The third
method by which inclusion in the PSI comes about involves the act of being born.
Since 2003, newborns are now assigned a PPS number automatically and the details
which make up the PSI are sent electronically by the General Register Office.170

Section 262(1) of the Social Welfare (Consolidation) Act 2005 specifies that the Public
Service Identity includes the PPS number, and the information below as provided for
under s. 262(3):
(i)

Surname;

(ii)

Forename;

(iii)

Date of birth;

(iv)

Place of birth;

(v)

Sex;

(vi)

All former surnames (if any);

(vii)

All former surnames (if any) of his or her mother;

(viii)

Address;

(ix)

Nationality;

(x)

Date of death (if applicable);

(xi)

Such other information as prescribed by the Minister as being
relevant and necessary.

(xii)

If the individual is under 18 the public service identity of his or
her father and mother.

The PSI may be shared with any specified body to the extent necessary to allow
authentication to take place.171 Specified bodies may also use the PSI in performing
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their public functions where they relate to the performance of its public functions in
circumstances where those functions relate to the person concerned.172 As a result,
the PSI allows a standardised way for public bodies to authenticate and identify
individuals by seeking their PPS number as they are permitted to do by virtue of
Section 262(4) of the same act.

4.4.2 The Central Records System
The Central Records System is the database used by the Department of Social and
Family Affairs (DSFA) to manage the many services that they provide. It is from this
database that the Public Service Identity is derived in the circumstances noted above.
It should however be noted that despite the PSI being a subset of the information
held by the CRS, and the fact that both are administered by the DSFA, they are
separate databases, with access to the CRS far more limited than the PSI.

Full access to the CRS is available to employees of the Client Identity Services in the
Department of Social and Family Affairs, while other departments may get limited
access on the basis of making a “business case” to the Client Identity Services Section.

The CRS comprises of 5.5 million entries, and a further 0.5 million dormant entries,
relating to people who no longer have reason to use their PPS, either due to a failed
asylum application or emigration.

The information stored on the CRS comprises:
1. Public Service Identity173
2. Relationships; Spouses, children etc
3. Employment details from 1979 onwards
4. Social welfare contribution details
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5. Social welfare claims
6. Alternative identities

The information collected in the CRS was collected not for the purposes of creating
an identity management system, but for administering the DSFA. It is interesting to
note that Section 262(3) of the Social Welfare (Consolidation) Act 2005 states
specifically that a person, or personal representative “shall give to the Minister“ the
information which makes up the PSI. As a result it is implied the information should
be collected directly.

Section 262(7) makes an exception to this for the General

Register in the context of births as there is no analogous provision for the
information in the CRS to be used to create the PSI. Consequently it is suggested the
population of the PSI raises certain unresolved data protection issues which will be
discussed in the next chapter.

4.4.3 The General Register Office.

The ISSS report viewed the computerisation of the General Register Office as a
necessity.174 Some of the benefits of computerisation and sharing data with the
Department of Social and Family Affairs’ Central Records System envisaged by the
report included:
a) enhanced data integrity;
b) eliminate potential misuse of data;
c) maintain a more up‐to‐date records of a persons status;
d) provide greater capability in the area of control;
e) birth information will provide the basis for secure identification of customers;
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See n. 115 par 7.2
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Other benefits centred on the advantages that instant notifications of marriage, births
or deaths could bring both to the individual in terms of immediate payouts of certain
supports, and to the state in terms of stopping payment of supports once an
individual ceases to be eligible.175

Before the passage of the Social Welfare Act 1998, which as noted earlier, introduced
the PPS Number, the Data Protection Commissioner suggested that the General
Registers office be removed from the list of specified bodies. His reasoning was that
the inclusion of an agency charged with the issuing of birth, marriage and death
certificates had little or nothing to do with a framework regarding the administration
of public services, but might have everything to do with the creation of a national
population register and a national identity number system.176

The Civil Registration Act 2004 was introduced to deal with the modernised GRO. In
particular, it recognises the concept of a register being stored in a non‐legible
format177. It also requires eight additional pieces of information to be supplied on the
registration of a birth over that which had been required by the legislation which it
replaces.178 While the Registration of Births Act 1996 required the following:
1) Number.
2) Date and place of birth.
3) Sex of child.
4) Forename(s) and surname of child.
5) Motherʹs forename and surname, address and occupation.
6) Any former surname(s) of mother.
7) Fatherʹs forename and surname, address and occupation.
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8) Any former surname(s) of father.
9) Signature, qualification and address of Informant.
10) When registered.
11) Signature of registrar.
12) Forename(s) of child if added after registration of birth, and date.

In addition to the above, the following information must also be entered into the
register:
1) Personal public service number of child.
2) Date of birth of mother.
3) Marital status of mother.
4) Personal public service number of mother.
5) Birth surname of mother’s mother.
6) Date of birth of father.
7) Marital status of father.
8) Personal public service number of father.
9) Birth surname of father’s mother.179

The Civil Registration Act, 2004 also introduces the concept of a “true copy” of the
birth certificate which includes the PPS number, and a mere “copy” which does
not.180 This serves the purpose of preventing the involuntary disclosure of the PPS
Number where the person requesting a birth certificate is not entitled to know the
PPS Number.181 The legislation does not however provide any extra safeguards as to
who may request the creation of a “true copy”.

The Social Welfare (Consolidation) Act 2005, Section 262(7) provides that information
collected relating to the registration of a birth is also collected for the purpose of
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allocating a PPS Number. It appears the Data Protection Commissioners concerns in
1998 were well founded.

4.5

Information Sharing

Information sharing is an important component of the Irish identity management
system. For information sharing to take place there are two essential requirements. It
must first be enabled by legislation so as not to fall afoul of the Data Protection Acts,
and secondly it must be technically feasible. The issue of data sharing being
technically feasible is no longer an obstacle, and as the exceptions listed below
illustrate, neither is legislation.

4.5.1 Legislation Enabling General Information Sharing

Entitlement by the Minister for Social and Family Affairs to demand information
Section 261 of the Social Welfare (Consolidation) Act 2005 provides that the Minister
for Social and Family Affairs may require prescribed persons to provide information
in relation to certain persons or classes of persons where required for the purposes of
controlling or investigating an entitlement to a service . Unlike other provisions on
data sharing, this can apply to any person, and is not necessarily limited to public
bodies. The main function of this section is to allow employers to notify the
Department of Social and Family for the purposes of the Social Welfare
(Consolidated Contributions and Insurability) Regulations 1996 to 2003. However a
number of regulations unrelated to social insurance have been made under section
261, including:

89

Social Welfare (Consolidated Payments Provisions) Regulations, 1994.182
Section 106(1) of the regulations provide that any person availing of social
welfare benefits must provide certificates, documents and information
affecting the right to a benefit as may be required by a social welfare
officer. Section 106(2) requires an individual to notify the minister of any
change in his circumstances which may affect his right to receipt of a
benefit. Section 106(3) requires every educational institution at the end of
each academic year to notify the minister of those individuals who have
ceased being students.

Social Welfare (Miscellaneous Control Provisions) Regulations, 1997183 and
1998184
These regulations made under Section 261 require
a) That the minister is notified by employers in certain specified sectors on
the commencement of employment by a new employee.185
b) That any institute of higher education as defined in Article 12 or
institution of education186 provide in relation to their students: name,
address, date of birth, nature of the course of study being pursued,
duration of the course of study being pursued, details of attendance, and
details of any grants or payments made.187
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c) The provision by a proprietor of a nursing home on request of the name,
former home address, date of birth, and the PPS number of a dependent
person being maintained therein.188

Information sharing between the Minister for Social Welfare and Others
Section 261(1) of the Social Welfare (Consolidation) Act 2005 provides that
information held under that Act by the Minister for Social and Family Affairs may be
exchanged with the Revenue Commissioners. Similarly, information held by the
Revenue Commissioners relating to the Income Tax Acts, employers, reckonable
earnings of employee contributors, reckonable income and emoluments of self‐
employed contributors, or any payments made under the Social Welfare
(Consolidation) Act 2005 may be shared with the Minister for Social and Family
Affairs.

Section 261(2) provides that information held under the Social Welfare
(Consolidation) Act 2005 by the Minister may be transferred to another minister of
the Government or a body designated as specified in Section 261(3). The bodies
specified under section 261(3) include
1) a local authority,
2) the Health Service Executive,
3) a body established under any enactment other than the Companies Acts.
4) A body established under the companies acts and financed wholly or partly
by a Minister of Government.

On its face, Section 261 appears to facilitate almost limitless information sharing
between virtually any public body and the Minister for Social and Family Affairs.
The Data Protection Commissioner has however taken the view that section 261 is
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merely a provision allowing data be shared in very specific individual cases where
there is a substantial risk that public funds could be misused and it must be read
with Section 8(b) of the Data Protection Acts so that it can only be used in specific
circumstances where there is a substantial risk to public funds.189

Sharing for the purpose of establishing identity
Section 262(6)(a) provides that where a specified body engages in a transaction190
with a person, the Minister for Social and Family affairs may share PSI information to
the extent necessary to allow the specified body authenticate a person against their
PSI. Used in this manner, the PSI provides the cornerstone for an identity
management system; the database of identities.

Section 267(1) provides that “notwithstanding anything contained in any other
enactment, a specified body may share such information, as may be prescribed, with
the Minister for the purpose of seeking from the Minister the personal public service
number for each person.” This section predates Section 262(6)(a) which concerns the
sharing of PSI data. However since the PSI is not yet universally used, Section 267
allows specified bodies to continue using existing methods to acquire and validate
PPS numbers. Most likely it is contemplated that validations for the purposes of
section 267 would take place using the Department of Social and Family Affairs’
Central Records System rather than the PSI database.

The information which may be shared under Section 267 is prescribed by the Social
Welfare (Consolidated Payments Provisions) (Amendment) (No. 3) (Sharing of
Information) Regulations, 2001. It includes
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Case Study 8/2002, Annual Report of the Data Protection Commissioner, 2002 p. 32. Note
however he refers to Social Welfare (Consolidation) Act 1993, s. 222. This provision is
identical to s. 261 and was replaced by it in the Social Welfare (Consolidation) Act 2005. For a
further discussion on Section 8(b) see p. 118
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a) an application, b) a claim, c) a communication, d) a payment, or e) a supply of a service,
relating to a public function of a specified body which relates to a natural person.
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(i)

forename,

(ii)

surname,

(iii)

date of birth,

(iv)

birth surname,

(v)

motherʹs birth surname,

(vi)

address,

(vii)

sex,

(viii)

marital status,

(ix)

date of marriage,

(x)

nationality,

(xi)

insurance number, and

(xii)

personal public service number.ʺ191

The information which may be shared is similar to the PSI, with the differences
limited to the amount of detail concerning former surnames and information
required in relation to marriage.

Section 267(2) provides that information received by the Minister under 267(1) may
be used for the purpose of identifying the PPS number of the person in respect of
whom the personal information is received, and for updating the records held by the
minister.

Section 267(3) provides where a specified body has made a request under 267(1), the
Minister may share the prescribed information in respect of the subject of the request.
It is however specified that this information will be shared only for the purpose of
divulging the PPS number. As a result, it appears that personal information may not
be divulged to specified bodies under this section with the same degree of generosity
as the PSI. Section 262(6)(b), in contrast, suggests that “A specified body may use a
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person’s public service identity in performing its public functions insofar as those
functions relate to the person concerned.”

Sharing of PSI information across departmental boundaries
The information which makes up the PSI192 may be shared among all bodies specified
as being entitled to use it. Section 262(5) provides that where a specified body collects
any of the information listed in s. 262(3)193, that information is also collected for the
purposes of maintaining that persons PSI. As a result, the amended information may,
therefore, be shared among all specified bodies. Where for example, a person informs
a specified body that he or she has changed his or her address it will be permissible
for this information to be used to update the PSI records held by the Department of
Social and Family Affairs. In turn this information can be forwarded to other
specified bodies under s. 262(6)(a) for identity purposes and s. 262(6)(b) where a
specified body wishes to use the information in the course of performing its public
functions where they relate to the person concerned.

As a result the personal information that forms the PSI can hardly be considered as
private. Any changes made to ones name, address, or even sex, can be notified to the
many hundreds of bodies which fall under the definition of “specified body” and
individuals no longer have the option of choosing whether or not to divulge such
information.194

Sharing of Information between the General Register’s office and PSI
The Social Welfare (Consolidation) Act 262(7) provides that any information
collected relating to the registration of the birth of a person is also collected for the
purposes of allocating a PPS Number. As a result, a newborn is allocated a PPS

192

See p.84

193

See p. 71

194

For a definition of specified body see p. 76
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number and PSI information in relation to him or her is collected normally before he
or she even leaves hospital. In 2004, the General Registers Office was responsible for
the allocation of over 31,000 PPS Numbers, which can only increase as more offices
are connected to the modernised system.195

As a result of Section 262(7) it is somewhat disingenuous to suggest that the PSI does
not serve the function of a national population database. Irish residents are not given
an option of not having their personal information recorded.

Sharing for the purpose of determination of particular entitlements
Section 265(2) provides that a specified body196 may share information with another
specified body where
1) The requesting body provides the PPS number of the individual in
respect of whom they seek information,
2) The requesting body has a transaction with that individual relating to
a relevant purpose as defined in the section
3) The data controller of the body from whom the information is
requested is satisfied that it is sought for a relevant purpose.

A relevant purpose can include determining entitlement to, or control of:
a) A benefit
b) Eligibility to health services

195

Full breakdown of PPSN numbers allocated in 2004:
Child Benefit: 37,872
GRO: 31,045
Local Offices: 122,727
Community Welfare Officers: 4,331
Other: 758
Asylum: 4,131
CIS: 8577
Total: 220,609

196

See p. 76
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c) Payments for the maintenance of persons with infectious diseases
and their dependants.

d) Allowances under the Blind Persons Act 1920
e) Educational grants
f) Free legal aid.
g) Local authority housing
h) Rent supplements197

Section 265(4) specifies that if the shared information is found to be inaccurate the
specified body, on making the discovery, shall confirm with the data subject the
correct information and shall inform the specified body with whom the information
was shared. Section 265(5) specifies that it is an offence for a person to seek to have
information transferred through the use of the PPS number except where permitted
by an enactment.

Sharing for the purpose of providing education
Section 266 provides that a specified body may share information with the Minister
for Education for the purpose of fulfilling his functions under the Education Act 1998
s.6(b), and with an tÚdáras um Ard‐Oideachas where that body requires the
information for fulfilling its obligations under the Higher Education Act 1971, s.
3(a),(b), and (d).

The information which may be shared is prescribed in regulations by the Minister for
Education. This is done by the the Social Welfare (Consolidated Payments
Provisions) (Amendment) (No. 3) (Sharing of Information) Regulations, 2001, which
amend the Social Welfare (Consolidated Payments Provisions) Regulations, 1994.

In relation to a pupil, the following information may be shared:
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Social Welfare Act 1998, s14(1)
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(a)

his or her ‐
(i)
forename,
(ii)
surname,
(iii)
date of birth,
(iv)
address,
(v)
sex,
(vi)
nationality, and
(vii)
personal public service number,
(b) whether he or she ‐
(i)
boards at his or her school,
(ii)
is participating in a scheme administered by the Minister for Education and
Science and known as the Vocational Training Opportunities Scheme,
(iii)
is exempt from studying the Irish language and if so the date of exemption,
and
(iv)
has special needs and if so the type of special needs, and
(c) (i)
the name and examination level of subjects which he or she is studying,
(ii)
the language through which he or she is studying,
(iii)
the examination for which he or she is studying and his or her candidate
number,
(iv)
his or her class group and year,
(v)

his or her official school number198

It is suggested that, at least the information in category b(iv) can be categorised as
sensitive personal data under the Data Protection Acts. The implication of this will be
considered further in the next chapter.

198

Social Welfare (Consolidated Payments Provisions) (Amendment) (No. 3) (Sharing of
Information) Regulations, 2001, Regulation 2
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4.5.2 Specific Legislative Exceptions
Cancer Screening
A specified body may share any information relating to a person with another
specified body, using the PPS number, where the information is being shared in
accordance with the Health (Provision of Information) Act, 1997.

Section 1(1)(a) of the Health (Provision of Information) Act provides that the
National Cancer Registry Board, may for the purpose of its functions, request any
information from any person, including a data controller, and the information shall
be provided to them.

Section 1(1)(b) provides that any body participating in cancer screening authorised
by the Minister for Health may, for the purpose of maintaining records of names,
addresses, and dates of birth, of people who may be invited to participate in a
screening programme, request any information from any person they see fit.

Section 223F allows the bodies mentioned above to use the PPS as a unique identifier
to share the information in an efficient manner.

Statistics Act 1993
The Central Statistics Office is largely unrestricted in the amount of information that
it can collect under Part 3 of the Statistics Act 1993. Section 30 of the Act allows the
Director General of the CSO to deliver a notice requesting any public authority to
provide an officer of the CSO with access to any record and copies or extracts of them
as he or she may require.199 The public authority is obliged to comply with this
request and do so free of charge. The CSO intends to use the PPS number to build a
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Except where they relate to a Court, the Garda Síochána, the prison administration, the
Ombudsman or any of his officers, or to private health files without the consent of he
Minister for Health.
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longitudinal element into its surveys, by analysing the same people over a
considerable period of time in order to analyse the impact of past events on future
actions.200 The benefit of this is that statistics will be able to capture a greater depth of
information; however it also means the activities certain people or groups of people
engage in will be observed over long periods.

Education (Welfare) Act 2000
Section 28 of this Act provides that one prescribed body may share information with
another, provided it is used for the relevant purpose of recording a persons
educational history, and carrying out research into the efficacy of training
programmes. This provision, and the fact that all educational institutions have been
classed as “specified bodies” under the Social Welfare Act 2000 is designed to allow
all education institutions to use the PPS number as a unique identifier, and to allow
for the tracking of individual’s progress through the educational sector.201

Rented Accommodation
Information may be shared under section 269 of the Social Welfare (Consolidation)
Act 2005 in respect of rented accommodation between the DSFA and a local
authority for the purpose of (i) assisting a fire authority or (ii) assisting a housing
authority.

Furthermore, section 146(1) of the Private Residential Tenancies Act 2004 specifies
that a local authority shall provide the Private Residential Tenancies Board (PRTB)
with any information in its possession which falls into a class specified by the Board.
The only limitation on this extraordinarily wide provision is that the information
must be reasonably necessary for the Board to perform its functions. Section 146(2) is
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See PPS Number, Register of Users <http://www.welfare.ie/topics/ppsn/rou.html>
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worded in an identical manner to the first subsection but the Minister for Social and
Family Affairs is specified as the information provider.

Section 146(3) provides for reciprocal data sharing between the PRTB and local
authorities where the information required is reasonably necessary for the
performance by the local authority of its functions in relation to “houses, dwellings,
or other structures”

Section 146(4) of the Private Residential Tenancies Act 2004 requires the PRTB to
provide information to the Minister of Social and Family Affairs where such
information is reasonably necessary for the performance of his functions under Part
3, Chapter 2 of the Social Welfare (Consolidation) Act 1993, which is concerned with
the unrelated issue of provision of unemployment assistance.

Section 147 provides for information sharing between local authorities and the
Minister for Social and Family affairs for purposes similar to those outlined in section
146.

Section 148 provides that where a landlord or the Revenue Commissioners furnishes
the landlords PPS number or name202, the PRTB will confirm to the Revenue
Commissioners that the landlord has a property registered, and provide details of
such property as the Revenue Commissioners require.

It is suggested in light of the above, that the requirement for tenants and landlords to
register under the Private Residential Tenancies Act goes much further than
providing a framework within which the PRTB can operate, but instead provides
that all information divulged to the PRTB in the course of registration may be shared
between the Revenue Commissions, Minister for Social and Family Affairs and Local

202

Registration number if the property is owned by a registered company.
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Authorities. The PPS number plays a key role in the administration of this system
and, on registration, a landlord must provide the PPS number of all tenants except
where it cannot be ascertained by reasonable enquiry.203

Other Instances of Data Sharing
The complexity and fragmented nature of legislation in relation to data sharing
makes it difficult to ascertain what is legitimate, and what constitutes ultra vires data
sharing. However, it appears from the register of users that more data sharing takes
place than could be considered permissible under data protection legislation. For
instance, the Department of Enterprise Trade and Employment state that the PPS
number “may appear on information forwarded to the Chief State Solicitors Office”,
despite the fact the Chief State solicitor is not a specified body, and as such is not
entitled to use the number.204 It is suggested that the complexity of the legislative
framework and widespread use of the number has resulted in a general belief that
few if any restrictions pertain to the sharing and distribution of the PPS number.

4.6

The Public Service Card

When the Department of Social Welfare took control of the RSI number in April 1991,
one of its first actions was to introduce a plastic card which had printed on its face,
what was then known as a persons RSI number. This card replaced an earlier paper
document which had been issued by the Revenue Commissioners. This card became
known as the “Social Services Card”, and it still exists in a largely unaltered manner
today.

In the early stages of the proposal it was not clear what form the plastic card and its
associated number would take and to what uses it would be put, and the lack of
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Section 136
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PPS Number, Register of Users <http://www.welfare.ie/topics/ppsn/rou.html>
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legislation did little to clarify the situation. There was however a notable lack of
debate on the issue.205 The card however was ultimately introduced, and despite the
concerns of the Data Protection Commissioner206, the legislation concerning its use
was never.

The card introduced in 1992 cannot however be considered an ID card in the normal
use of the term, and it is considered instead to be a “payment token” for those in
receipt on benefits207. In particular the card is incapable of providing authentication
due to the absence of a photograph or biometric of any form.

The first time any card was placed on a legislative basis was by the Social Welfare
Act 1998. Although at the time the Minister suggested the “Public Service Card”, as it
is referred to in the legislation, was to replace the Social Services Card introduced in
1992,208 the reality is the existing card was codified with no dramatic change other
than the official nomenclature.209 Even the original name remained on the face of the
card, and it appears the name “Public Service Card” is reserved for a future smart
card currently being developed.

The information which can be stored in and on the card provided for by the Social
Welfare Act 1998 is now set out by Section 262 of the Social Welfare (Consolidation)
Act 2005. Inscribed on the face of the card are:
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McDonagh, “Deafening silence on proposals for identity cards”, Irish Times, 29 October
1992
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O’Loughlin, “Government plans ID card system, Social Welfare to administer scheme”,
Irish Times, 28 July 1992
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Client Identity Services ‐ PPS Number Allocation Procedures, Department of Social and
Family Affairs, 6 August 2004
208

Dáil Éireann: Volume 488, Col 674, 10 March, 1998
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The Social Welfare Act 1998 refers to a “Public Service Card”. However it is interesting to
note that since 1998, the Department switched the manufacture of the Social Services Card
from De La Rue to Oberthur Card Systems in 2002 and while various incidental details were
changed, the title “Social Services Card” was left in place.
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1) Person’s Name
2) PPS Number
3) Primary Account Number (PAN)210
4) Date of Issue
5) Encoded on a magnetic strip are the following details:
i.

Date of Birth

ii.

Gender

iii.

PAN

iv.

Expiry date of card (set artificially to 1999)

v.

Card Service Code.

vi.

Control characters to separate the details.

The days of the present public service card appear to be numbered. On the 25th July
2006 the Department of Social and Family Affairs retained Consult Hyperion, a UK
based IT consultancy firm to advise it on the procurement of a replacement to the
current social services card. Reports seem to suggest that the government is
considering something considerably more advanced than the present card, and that
it may possibly include biometric information as a method of proving identity. If this
was to be the case the card’s purpose would change vastly from being a simple
“payment token” to a card capable of proving identity. Unfortunately there is little
information in the public domain about what precisely is being considered for this
card, leading Fine Gael TD and spokesman on heath, Dr. Liam Twomey, to question
“...if there is another agenda. If there are secret plans to introduce national identity
cards for Irish citizens by the back door, then Bertie Ahern needs to come clean and
admit that now”.211

210

The PAN consists of the issuer number as allocated by the International Organisation for
Standardisation (ISO), followed by the PPS Number with any letter converted to a digit with
the formula a=01, b=02, etc, followed by the card sequence number, See Social Welfare
(Consolidation) Act 2005 s262(1).
211

Clarke, “€260k paid out just for advice on PPS Cards” Ireland on Sunday, 30 July 2006
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The Standard Authentication Framework Environment (SAFE), as the card has been
referred to during development, may be a simple authentication device like a library
card or ATM card, or it may be the equivalent of a national identity card.
Unfortunately at present we do not know.

4.7

The Irish Identity Management System and Privacy

Consideration of the various dimensions to the public service identity management
system indicates that efficiency was the driving force behind its development. In this
respect the recommendations of the 1996 ISSS report were adopted. The general
principles identified in the report as underpinning the integrated social services
system were: “Improved customer service; Maximise the use of resources; Better
integration of services; Simplify systems and procedures; Build on core
competencies; Capture data once and early; Greater focus on staff as a resource.”212
However the question must be posed whether privacy has suffered unduly in the
modernisation process, whether the expanded information sharing simply goes too
far, and whether our laws in the form of the data protection acts, the law of
confidence and the constitution provide sufficient safeguards against misuse.
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Inter‐Departmental Report on the Development of an Integrated Social Services System,
August 1996, para. 2.1 <http://www.welfare.ie/publications/isss.html>
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5 Data Protection and information held by Public
Bodies
There is no disputing the pre‐eminence of statute law in the legal framework
protecting privacy in Ireland.1 The Data Protection Acts of 1988 and 2003 provide a
way for people to ensure they retain a reasonable degree of control over their
personal information. The Acts however have their limitations, and where
information is held by public bodies their scope is greatly restricted. While consent is
normally a prerequisite for most data processing in the normal course of events, the
Data Protection Acts are more deferential towards public bodies. As the State has
reason to deal with a massive amount of personal information, and national identity
management systems are by default, owned and controlled by public bodies, the
restrictive nature of data protection in this sphere is a particular cause for concern.
The Data Protection directive, which underpins Irish law, states explicitly that
“Member States shall determine the conditions under which a national identification
number or any other identifier of general application may be processed”.2 This
indicates that considerable latitude in the operation of such systems may be afforded
to national governments. The level of privacy protection offered by the Data
Protection Acts in the context of identification systems will be considered in detail in
this chapter.

The development of Data Protection Legislation in Ireland has been prompted by
two significant international developments.

1

The Data Protection Act 1988 was

Other sources of privacy protections will be considered in chapter 6.

2

Council Directive 95/46 on the protection of individuals with regard to the processing of
personal data and the free movement of such data. O.J. L 281, 23 November 1995, p31, Article
8(7)
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introduced to give effect to Ireland’s obligations under the Council of Europe Data
Protection Convention.3 The 1988 Act was amended by the Data Protection Act 2003
to give effect to the 1995 EU Data Protection Directive.4 Section 23 of the 2003 Act
specifies that both Data Protection Acts shall be construed as one. For convenience,
both pieces of legislation in this work shall be referred to as the Data Protection Act
(DPA).

Data Protection and Privacy are different concepts. The Lindop Report for instance
was of the view that inaccurate or incomplete personal information used in the
course of making a decision in relation to that person was a concern of data
protection, but not necessarily one of privacy.5 However there are also significant
overlaps, a fact which is acknowledged by the Data Protection Directive, the
preamble of which recognises the importance of the right to privacy and the
contribution that data protection can make to upholding it.6 Likewise Article 1 of the
Data Protection Convention states that the main aim of the instrument is “to secure
in the territory of each Party for every individual, whatever his nationality or
residence, respect for his rights and fundamental freedoms, and, in particular, his
right to privacy, with regard to automatic processing of personal data relating to him

The data protection framework is designed to regulate the collecting and processing
of personal information. The DPA applies to both automated and manual personal
data.7 Automated data is defined as information that is processed by means of

3

Convention for the Protection of Individuals with Regard to Automatic Processing of
Personal Data, 28 January 1981
4

Ibid n. 6

5

“Report of the Committee on Data Protection”, (Lindop Committee Report)(Cmnd 7341),
London: HMSO, 1978. para 2.03

6

Council Directive 95/46 on the protection of individuals with regard to the processing of
personal data and the free movement of such data. O.J. L 281, 23 November 1995, p31
7

It will apply to manual data from the 24th October 2007, Data Protection (Amendment) Act
2003, s. 23
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equipment operating automatically in response to instructions given for that
purpose. Manual data refers to information recorded as part of a relevant filing
system8, or with the intention that it should form part of a relevant filing system.9
Data is considered personal when it is data relating to a living individual who can
either be identified from the data, or from the data in conjunction with other
information that is likely to come into the possession of the data controller.10

5.1

Data Controllers and Processors

Obligations to comply with the DPA fall on both data controllers and data
processors. A data controller is a person who “controls the contents and use of
personal data” while a data processor is a person other than an employee of a data
controller who processes personal data on behalf of the data controller.11 The
obligations on data processors are of a technical and administrative nature12, while
substantive compliance, unsurprisingly, is the duty of the data controller.

Section 16 of the DPA deals with the obligation placed upon both Data Controllers
and Data Processors to register their activities with the Data Protection
Commissioner. The 1998 Act was quite limited in the circumstances in which
registration was required; however the 2003 Act is much more thorough.
Unfortunately the amended s. 16 has not yet been brought into force by ministerial
order. In the context of public bodies, section 1(3) provides that where an

8

A relevant filing system is a) A set of information relating to individuals, that is B)
Structured by reference to individuals or criteria relating to individuals, that is C) Readily
accessible.

9

Section 1

10

Ibid n. 9

11

Ibid n. 9

12

E.g. Section 2(1)(d), Section 2C(2) & (3)
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“appropriate authority”13 is a data processor or controller, it may designate a civil
servant to be deemed to be data processor (or controller). The reason given for this
delegation was that “it would be unrealistic to make a Minister personally
responsible for the observance of the data protection requirements when he is not
involved in the day‐to‐day detailed operation in the various sectors of the
Department”.14 The Data Protection Commissioner is of the view that such
delegations are satisfactory only if those designated as data controllers do in fact
control the personal data concerned.15

5.2

The Concept of “Processing” and Public bodies

In the 1988 Act “processing” was defined as performing automatically logical or
arithmetical operations on data including:
a) Extracting any information constituting the data, and
b) In relation to the data processor, the use by the data controller of data
equipment in the possession of the data processor.
Until 2003, processing data seemed to suggest complex operations involving
expensive equipment. This is unsurprising considering the definition originated from
the 1981 Council of Europe Convention and was drafted at a time when computers
and data processing was not as pervasive or commonplace.

“Processing” now encompasses practically any action which can be undertaken with
data, namely:

13

“appropriate authority” is defined by the Civil Service Regulation Act, 1956, section 2(1): as
(a) in relation to a civil servant holding a position to which he was appointed by the
Government, the Government, (b) in relation to a civil servant who is a member of the staff of
the Houses of the Oireachtas or an officer of the Attorney General, the Taoiseach, (c) in
relation to a civil servant who is a member of the staff of the office of the Revenue
Commissioners, the Minister, or (d) in relation to any other civil servant, the Minister of State
by whom the power of appointing a successor to him would for the time being be exercisable.
14

Dail Debates, Volume 382, Col 2174, 29 June 1988.

15

Annual Report of the Data Protection Commissioner 1993, p16
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a) obtaining, recording or keeping the information, or data
b) collecting, organising, storing, altering or adapting the information or data,
c) retrieving, consulting or using the information or data,
d) disclosing the information or data by transmitting, disseminating or
otherwise making it available, or
e) aligning, combining, blocking, erasing or destroying the information or data.

The situations in which processing can take place are now informed by sections 2A
and 2B. Section 2A specifies that personal data should not be processed unless the
data protection principles in section 216 and the conditions specified in 2A are
complied with. The principle condition of 2A is that consent be given, although the
requirements of section 2A may be met in a range of other ways. These include
where the processing is necessary for the performance of a contract to which the
individual is a party, or to prevent injury or damage to the health or property of the
data subject. The circumstances of most relevance to public bodies where processing
will be legitimate include:
i.

For the administration of justice,

ii.

For the performance of a function conferred on a person or under an
enactment,

iii.

For the performance of a function of the Government or a Minister of the
Government,

iv.

For the performance of any other function of a public nature performed in the
public interest by a person.17

The most significant of these provisions in the context of the application of data
protection law to identity systems is s. 2A(1)(c)(ii), which allows for the requirement
of consent to be dispensed with where the

16

See section 5.3 below.

17

Section. 2A(1)(c)
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processing is necessary for the

performance of a function18 conferred on a person under legislation. As most public
bodies operate on the basis of functions that are conferred upon them by statutory
authority, they would not therefore be obliged to seek consent in order to process
personal data for the performance of such functions.19

Where sensitive personal data is to be processed, both sections 2 and 2A must be
complied with, and in addition, one of the conditions in processing provided for in
section 2B must be complied with.20 Sensitive personal information is defined as
information relating to: The racial or ethnic origin, the political opinions, or the
religious or philosophical beliefs of the data subject; Whether the data subject is a
member of a trade union; the physical or mental health or sexual life of the data
subject; or the commission or alleged commission of an offence by the data subject, or
information relating to proceedings for an offence committed or alleged to be
committed by him.21

In contrast to Section 2A, 2B requires explicit consent before processing can occur,
and stricter criteria apply where consent is not explicitly given. However section
2B(1)(vi) mirrors the conditions for processing specified in Section 2A(1)(c)(i‐iii).
Thus if processing is for; the administration of justice, the performance of a function
conferred on a person or under an enactment, or, the performance of a function of the
Government or a Minister of the Government a public body will by default comply

18

Although applying only to enactments coming into operation after its commencement, the
Interpretation Act 2005 Schedule 1 Part 2 defines functions as including “powers and duties,
and references to the performance of functions include, with respect to powers and duties,
references to the exercise of the powers and the carrying out of the duties”

19

E.g. The functions of the General Register are set out in the Civil Registration Act, s. 8, The
functions of the Residential Tenancies Board are set out in the Residential Tenancies Act s.
151. Public bodies are obliged to provide general information on their structure and functions
under Section 15 of the Freedom of Information Acts 1997 and 2003.
20

Section 2B(a)

21

Section 1
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with 2B if they comply with the requirements of 2A and are automatically exempted
from any extra obligations due to the data being of a sensitive nature.

It is suggested that the situation described above amounts to a failure to properly
implement the directive, as Article 8 provides for a much more restrictive framework
for the processing of sensitive information; it does not envisage the operation of any
blanket exceptions similar to those found in s. 2B(1)(vi).

5.3

The Data Quality Principles

Article 4 of the Council of Europe Convention22 originally introduced the concept of
“data quality”. The explanatory report of the convention explains that the purpose of
the data quality principles is to ensure the fulfilment of two fundamental legal
principles; firstly that the information should be correct, relevant and not excessive in
relation to its purpose, and secondly that its use (gathering, storage, dissemination)
should likewise be correct.23

Irish law does not use the term “data quality”, but instead specifies the obligations of
a data controller. Section 2 of the DPA provides that a Data Controller shall ensure;
1) The data is obtained and processed fairly24
2) The data is accurate and complete and where necessary up to date. 25
3) The data shall be obtained for only one or more specified, explicit and
legitimate purposes.26
4) There shall be no processing incompatible with that purpose or those
purposes.27

22

Convention for the Protection of Individuals with Regard to Automatic Processing of
Personal Data, 28 January 1981
23

See <http://conventions.coe.int/Treaty/EN/Reports/Html/108.htm>

24

Section 2(1)(a)

25

Section 2(1)(b)

26

Section 2(1)(c)(i)
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5) The data shall be adequate, relevant and not excessive in relation to the stated
purpose or purposes for which it was collected.28
6) The data shall not be kept for longer than necessary for the purpose or
purposes for which it was collected.29
7) Appropriate security measures shall be provided for.30

Section 4 of the DPA also requires that a copy of personal data shall be provided to
the individual on request.31 While it is outside the scope of this work to consider in
full the application of the data protection principles, it is proposed to consider their
application to a national identity management system, in particular as it is being
developed in Ireland.

5.3.1 Fairly obtaining and processing of personal information

Of the data protection principles, the requirement that personal information is
obtained and processed fairly is the principle most closely aligned with the classic
definition of privacy; “The right to be left alone”.32 The Data Protection
Commissioner has noted “The requirement that information shall be fairly obtained
is one of the fundamental principles of data protection and, perhaps, the most
important.”33 Lennon notes that if the information is obtained unfairly, it taints “the
information, the collector, the use and anyone who comes in contact with it”.34 If the
requirement that information was obtained and processed fairly did not feature in

27

Section 2(1)(c)(ii)

28

Section 2(1)(c)(iii)

29

Section 2(1)(c)(iv)

30

Section 2(1)(d)

31

Section 4(1)

32

See Chapter 1.

33

Annual Report of the Data Protection Commissioner 1997, p39

34

Lennon, Protecting Personal Health Information in Ireland; Law & Practice, (Oak Tree Press,
2005) p. 153
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the Data Protection Act, it undoubtedly would be far less useful in protecting
privacy.

The meaning of “fairly obtaining and processing” was unclear prior to the passage of
the 2003 Act. Unlike the United Kingdom Data Protection Act of 1984, the Irish 1988
Act did not make any effort to further define this concept. The 2003 Act did however.
Section 2D(1)(a), which transposes Article 10 of the directive, specifies that where the
information is collected directly from the subject it cannot be regarded as being
processed fairly unless the subject is aware of
a) the identity of the data controller, or his representative, if one is nominated
for the purposes of the DPA35,
b) the purpose for which the information is collected, and,
c) the purpose or purposes for which the data are intended to be processed, and,
d) other information which is necessary having regard to the circumstances to
enable the processing of the data to be fair to the data subject including:
‐

the recipients or categories of recipients of the data,

‐

Whether replies to questions asked for the purpose of collection of
data are obligatory and the possible consequences of failure to reply,

‐

The existence of a right of access to the data and the right to rectify the
data.

By virtue of section 2D(1)(b) where the information is gathered by a means other
than directly from the individual concerned, they must, as well as the above, be
informed as to the categories of data being processed, and the identity of the original
data controller.36 However, section 2D(4)(b) excludes the requirements in section
2D(1)(b) where processing is required for compliance with a legal obligation to which

35

As will invariably be the case with public bodies, see p. 107

36

Section 2D(1)(b)
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the data controller is subject.37 As a result, the extra conditions imposed on data
controllers collecting data from persons other than directly data subjects do not
apply where the data controller is complying with a legal obligation, but remain in
force where the processing of information is merely permitted by legislation.38 Most
sections of the Social Welfare (Consolidation) Act 2005 which deal with the public
service identity management system state that personal information “may” passively
be exchanged39, but do not create a legal obligation to do so.40 As a result, before
information is exchanged under sections 261, 262(6), 265(2), 266, 267, 268, and 269 of
the Social Welfare (Consolidation) Act 2005 the obligations in Section 2D of the Data
Protection Acts should be complied with. This however does not appear to happen in
practice and members of the public are rarely, if ever, informed of how a data
controller obtained information pertaining to them

5.3.2 The data is accurate and complete and where necessary up to date.
This requirement is concerned less with the protection of a privacy right than with
imposing a technical requirement on data controllers to design and maintain their
databases properly. This principle is of particular importance in the case of identity
management systems used to ascertain whether individuals are entitled to social
welfare benefits or those used for law enforcement purposes. In an external data
quality audit carried out in 2004 it was found that there were 10,000 invalid PPS
numbers, while 50,000 other records were in need of amendment.41 There is also a

37

Other than contractual obligations

38

This can be contrasted with Sections 2A and 2B which include wording similar to 2D(4)(b),
but also make explicit reference to the performance of official functions be certain public
bodies.

39

See Chapter 4.

40

Article 11 of the Data Protection directive suggests that the extra conditions are not
imposed where “recording or disclosure is expressly laid down by law”
41

Annual Report of the Comptroller and Auditor General, 2004, p. 144
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risk of PPS number “hijacking”42; checks over a two week period at the Central
Revenue Information Office cast doubt over the identity of 70 individuals who
presented PPS numbers, while 314 compromised PPS numbers have been identified
by the Client Identity Services section of the Department of Social and Family
Affairs.43

Poor database design can amplify human error, while poorly implemented data
matching has been recognised by the Data Protection Commissioner as an issue
which can cause great distress and inconvenience.44 Sections 265(4) and Section 270
of the Social Welfare (Consolidation) Act 2005, concern the correction of inaccurate
information. Both provide that where information shared between one specified
body and another is found to be inaccurate the discovering body shall confirm the
error with the data subject and inform the other body of the correction. In relation to
the subset of information which compromises the Public Service Identity, there is no
obligation on public bodies to notify information errors to the Client Identity Services
section of the Department of Social and Family Affairs. Undoubtedly the reason for
this is that the PSI, is presumed to be accurate in all cases. However there is much
circumstantial evidence to show that individuals can be repeatedly inconvenienced
by

public

bodies holding inaccurate information. Ultimately, an identity

management system which fails to abide by this principle fails to achieve its stated
purpose.

42

That is legitimately obtained PPS number being used by third parities illegitimately.

43

Ibid n. 41 p. 145

44

In particular the practice of using close rather than exact matches for credit referencing
purposes. Case Study 2/1997, Annual Report of the Data Protection Commissioner, 1997 p. 24
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5.3.3 The data shall be obtained for only one or more specified, explicit and
legitimate purposes

The purpose of this principle is to limit the scope for data controllers to collect
information for broad and ill defined purposes, in particular purposes which have
not been thought of at the date of collection.

The issue of a specific purpose requirement in relation to an identity management
system was considered in the Inter‐Departmental Report on the Development of an
Integrated Social Services System (ISSS Report).45 In the report the Data Protection
Commissioner was given the opportunity to express his views. The DPC was of the
opinion that the concept of information being held for a specified purpose was
fundamental to data protection. He also noted that the effectiveness of the concept
depended on the level of specificity of the purposes, and the broader the definition of
the purpose, the looser the constraints that could be placed on the use of data. The
DPC noted that where the traditional boundaries between different aspects of the
public service gave way to “more functional groupings”, data protection law no
longer provided the structure within which privacy could be protected. However,
the Civil Service, for their part, took a different approach, and argued that many of
the benefits of an integrated social services system would require a broad definition
of purpose, such as “information that is required by non‐commercial public service
organisations in connection with the funding, delivery and control of public
services”. Despite the “catch‐all” nature of the purpose suggested, the ISSS
committee ultimately accepted the Civil Service suggestion in the report.46

45

Inter‐Departmental Report on the Development of an Integrated Social Services System,
August 1996, Appendix 6 <http://www.welfare.ie/publications/isss.html>

46

ibid, Conclusions and Recommendations, para. 6.34
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The data protection registration entry for the current public service identity
management system is worded as follows:
To provide for accurate identification of the client and the allocation of a
Personal Public Service number and Social Services Card. Supply and
validation of Personal Public Service Numbers to specified bodies on foot of
information supplied by said bodies for the purpose of seeking the Personal
Public Service Number of a person in respect of whom the information was
supplied. This is in line with provisions of sections 222 and 223 of the Social
Welfare (Consolidation) Act 1993.47

The main activity contemplated here is that in section 262(6)(a), whereby the Minister
for Social and Family Affairs may share PSI information with specified bodies to
enable them identify individuals with whom they have a transaction.48 However the
fact that specified bodies may go on to use this information for purposes other than
identification and authentication in s. 262(6)(b) is not immediately obvious from the
registration entry. As a result, it is suggested the purposes for which the information
that comprises the PSI is used is neither specified nor explicit.

5.3.4 The data shall not be processed in a manner incompatible with that
purpose

The principal raison d’etre of this principle is to prevent information held by data
controllers being reused and sold. In the private sector it has been effective, and has
essentially prevented the development in the EU of the US phenomenon of data

47

Registry Details for ʹMs. Patricia Murphy, Principal Officer, Department of Social and
Family Affairs, 0567/K
<http://www.dataprotection.ie/documents/register/display.asp?ID=0567%2FK> Sections 222
and 223 of the Social Welfare (Consolidation) Act 1993 are now sections 261 and 262 of the
Social Welfare (Consolidation) Act 2005
48

See p. 92
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brokers, who buy and sell personal information for credit rating and marketing
purposes. While the requirement that data shall be obtained for only one or more
specified, explicit and legitimate purposes, referred to above, provides that those
collecting information must state explicitly and at the outset the purposes for which
the information is being collected, this data protection principle prevents derogation
from these purposes without consent.

The operation of this data quality principle is well illustrated by one of the Data
Protection Commissioner’s case studies. The matter at issue concerned the
acrimonious secondary school teachers’ strikes in 2000. The Department of Education
sought to restrict payment to members of a particular trade union, and sought to do
this using union membership data it held for the purpose of collecting union dues,
and had obtained for this purpose. For its part, the Department argued that the terms
of its registration with the DPC permitted them to use the data as they did. The
Commissioner however held that the Department could not legitimately rely on the
broad purpose description that it had used when registering as a data controller to
displace the actual purpose for which the data was collected. Seeking to use the data
for restricting payment was an entirely new purpose that was unthought‐of when the
data was being obtained.

The Data Protection Commissioner has also considered the issue of the transfer of
personal information from one government department to another, and whether this
offends against the principle that data shall not be further processed in a manner
incompatible with the purpose for which it was collected.49 The case in question
concerned the desire of the Department of Social and Family Affairs to take account,
in means calculation for social welfare payments, of awards in respect of “army
deafness” claims. In doing this they sought details from the Department of Defence
of payments made to ex‐members as compensation. The Department of Defence

49

Case Study 8/2002, Annual Report of the Data Protection Commissioner, 2002 p. 32
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accepted that no specific legislative enactment existed to allow this to take place. The
Data Protection Commissioner made it clear that the Government is not a universal
data controller and that data given for a particular purpose is compartmentalised
and cannot be used for other purposes without the consent of the data subject or
statutory authority.

5.3.5 The data shall be adequate, relevant and not excessive in relation to the
stated purpose or purposes for which it was collected.

It is suggested this principle is more difficult to enforce than the others, and is
difficult to objectively review in many cases. Some situations will be straightforward,
for instance a database held by a credit referencing agency containing information in
relation to sexual orientation of a person or the brand of washing up liquid
commonly used by a family would easily fall into this category. In the context of
public sector identity management it is suggested the information collected
processed and stored should not go further than what is required to enable the
system be used successfully to allow identification and authentication to take place.

There is a particular danger of excessive and irrelevant information being collected
when an identity management system creates records, or audit trails, of each time it
was accessed and used to prove a persons identity. These records when viewed
together can often help build a profile of a person’s daily activities and illustrate the
entirety of their dealings with many different public bodies and institutions. This has
been a particularly contentious feature of the proposed UK ID card scheme.50

50

Lettice, “ID cards good for tracking immigrants, says Blunkett”, The Register,15th June 2006
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5.3.6 The data shall not be kept for longer than necessary for the purpose or
purposes for which it was collected.

Like the principle above, the requirement that data should not be kept for longer
than necessary is somewhat opaque, especially when applied to the public sector
where certain information will often be retained for the lifetime, and beyond, of
individuals. The Data Protection Commissioner again provides some useful
guidance. In a complaint relating to the keeping of minor convictions on file by the
Gardaí for an unlimited period of time, the DPC held that this principle had not been
infringed since Ireland had no provisions on “spent” convictions. However he was of
the view that keeping the information indefinitely did not accord with the spirit of
the Act.51

5.3.7 Appropriate security measures shall be provided for.
This principle is expanded upon by section 2C, where it is provided that in
determining appropriate security measures a data controller may:
a) Have regard to the state of technological development and cost of
implementing those measures,
b) Shall ensure that the measures provide a level of security appropriate to the
harm that might result and the nature of the data concerned.

On its own, this provision is not particularly effective in encouraging data controllers
to be more vigilant with personal data. While the principle has been evoked in one
case study concerning a poorly secured database stored on a laptop52, the reality is
many breaches of security are rarely, if ever, brought to the attention of data subjects
or the DPC.

51

Case Study 13/1996, Annual Report of the Data Protection Commissioner, 2002 p. 25

52

Case Study 1/1998, Annual Report of the Data Protection Commissioner, 1998 p. 20
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In the context of large databases of personal information, it can be difficult and
expensive to analyse whether sufficient measures have been provided for. Flaws in
database design can cause unauthorised access, while procedures for sharing
information are particularly open to abuse.53

A viable solution to ensuring appropriate security measures are taken in relation to
private information would be to place an onus on data controllers to disclose when
their security has been breached, and thus allowing data subjects to seek recourse if
they have been adversely affected. One of the most successful and innovative privacy
laws in this respect is the California Security Breach Information Act.54 Referred to
colloquially as the “you’ve been hacked” law it requires a state agency, a person, or
a business that trades in the state of California to disclose any breach of the security
of the data to any resident whose data was compromised.55 The notification must be
made immediately after discovery so as to allow individuals take suitable
precautions against identity theft.56 Any individual injured by a failure to disclose an
information leak is entitled to bring a civil action to recover damages.57

5.4

Exceptions

There are a number of categories of exemptions from the Data Protection Act.
Following on from Art. 3 of the Directive, there are a number of global exemptions
from all aspects of the Act. Where use of personal information comes within these

53

See Chapter 2 for examples.

54

SB 1386

55

Section 2(a), Section 4(a)

56

Section 2(b), Section 4(a)

57

Section 3(a)
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exemptions, it is exempted completely from the data protection regime. As a result
the act does not apply to personal data:
a) That in the opinion of the Minister for Justice or Minister for Defence are kept
for the purpose of safeguarding the security of the state, or
b) That consists of information required by law to be made available to the
public, or
c) That is kept by an individual and concerned only with the management of his
personal, family or household affairs, or kept by an individual for
recreational purposes.58

5.4.1 Section 8
As well as the three categories of exemptions noted above, s. 8 of the DPA also
contains a number of exemptions which although not as absolute, are of broader
application. Section 8 specifies that “Any restrictions on the processing of personal
data do not apply if the processing is:
a) Required for the purpose of safeguarding the security of the state.
b) Required for preventing, detecting or investigating offences or assessing or
collecting any tax, duty or other duties owed or payable to the State, a local
authority or a health board in any case in which the application of those
restrictions would be likely to prejudice any of the matters aforesaid,
c) Required in the interests of protecting the international relations of the State
d) Required to prevent injury or damage to the health of a person or serious loss
of or damage to property
e) Required by or under any enactment or by a rule of law or order of a court
f) Required for the purpose of obtaining legal advice , or in the course of legal
proceedings where the person making the disclosure is a party or witness
g) Made with consent.

58

Section 1(4), these mirror the declarations under Article 3 made by Ireland at the time of
ratifying the Convention.
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It is suggested that the wording employed in Section 8 does not have a particularly
firm basis in the Directive. The exceptions and restrictions in the Directive are listed
in Art. 13 and provide that Member States “may adopt legislative measures to restrict
the scope of the obligations and rights provided for in Articles 6(1)59, 1060, 11(1)61, 1262
and 2163 where such a restriction constitutes a necessary measure to safeguard:
a) National Security;
b) Defence;
c) Public Security;
d) The prevention, investigation, detection and prosecution of criminal offences,
or of breaches of ethics for regulated professions;
e) An important economic or financial interest of a Member State or of the
European Union including monetary, budgetary and taxation matters;
f) Monitoring, inspection or regulatory function connected, even occasionally,
with the exercise of official authority in cases referred to in (c), (d) and (e);
g) The protection of the data subject or of the rights and freedoms of others.”

In stark contrast to the more nuanced approach in Art. 13, Section 8 of the DPA is
content to specify that “any restrictions in this Act on the processing of personal data
do not apply if the processing is” for one of the exceptions set out in the section.
Section 8 is a blunt tool, not only does it appear to allow the Act to be avoided with
startling ease, but it allows “any restrictions… on processing” to be avoided, even if
their avoidance is unnecessary and as a result it is a disproportionate invasion of
privacy. In contrast the UK Data Protection Act 1998 provides a more graduated

59

Data Quality Principles 1 – 6 as listed in this paper

60

Information to be given to the data subject where information obtained directly

61

Information to be given to the data subject where information obtained indirectly

62

Right of Access to personal information

63

Obligation to register with the Data Protection Commissioner.
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approach. For example it allows all the data protection principles be avoided when
dealing with issues of national security64, but only the principles relating to fair
obtaining and subject access may be avoided when dealing with issues of crime and
taxation.65 More general regulatory bodies are only exempted from the subject access
provisions.66 The Dutch Personal Data Protection Act works in a similar manner.67
The Irish Act however does not appear to concern itself with such niceties, but allows
itself be circumvented in the same manner no matter what issue is at stake.

For the purposes of this discussion, it is worth considering the operation of s. 8(b)
and s. 8(e) in more detail as these are used to facilitate extensive data sharing which
has become a defining feature of public service identity management in Ireland.

5.4.2 Section 8(b)
This provision states that any restrictions on processing of personal information do
not apply if the disclosure is:
“Required for the purpose of preventing, detecting or investigating offences,
apprehending or prosecuting offenders or assessing or collecting any tax,
duty or other moneys owed or payable to the State, a local authority or a
health board, in any case in which the application of those restrictions would
be likely to prejudice any of the matters aforesaid,

The inclusion of a prejudice test within this provision has been highlighted by the
Data Protection Commissioner. Thus in Case study 8/2002 the DPC challenged the
practice of the Department of Defence of sharing information relating to the
settlement of deafness claims with the Department of Social and Family Affairs, so

64

Section 28

65

Section 29

66

Section 31, The Irish subject access provisions are outlined above at p. 113

67

See Articles 22 and 43. English translation available here:
http://home.planet.nl/~privacy1/wbp_en_rev.htm
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that such payments could be included in any means assessment. The Commissioner
concluded that this provision did not permit habitual information sharing, but
instead allowed sharing to take place in particular situations where non‐disclosure
would be likely to prejudice the prevention, detection, or investigation of offences.

The prejudice test in this provision is of fundamental importance, since without it the
Data Protection Acts would be ineffectual in a wide variety of unforeseeable
situations, and data subjects rights could be routinely frustrated by administrative
bodies claiming their right to use the defence.

5.4.3 Section 8(e)
This section provides that any restrictions on processing do not apply where
processing is “required by or under any enactment or by a rule of law or order of a
court”

The Data Protection Commissioner has considered the operation of 8(e) in a number
of case studies. The first case in which this issue arose involved the provision of
information by the Department of Social Welfare to the Central Statistics office. The
Department was obliged to provide the information under the Statistics Act 1993,
and as a result the Commissioner took the view that information fell within the
Section 8(e) exception.68 A more striking example of the operation of section 8(e)
considered by the Commissioner concerned the operation of the National Driver and
Vehicle File (NVDF).69 Here the complainant was contacted by a vehicle distributor
as the particular model of car owned by him was subject to a recall. The issue as to
whether the transfer of personal data from the licensing agency to the motor
distributor was compatible with the DPA was investigated by the Commissioner. It
was held that due to the fact that motor distributors were prescribed in legislation as

68

Case Study 5/1996, Annual Report of the Data Protection Commissioner, 1996, p. 21

69

For a more detailed consideration of the NVDF see Chapter 3
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bodies who “shall have access” to the NVDF, the transfer of information could avail
of the Section 8(e) exception.

Section 8(e) of the DPA therefore appears to allow unfettered processing where it is
required by legislative enactment.

Although Section 8(e) can only be availed of where processing is “required” and not
where processing is discretionary, there are a number of instances where s. 8(e) can
be relied upon in circumstances where the purposes concerned appear to extend
beyond the exceptions permitted by Art. 13, such as:

Section 262(3) and 262(5) of the Social Welfare Consolidation Act 2005
This section deals with the obligation to provide PSI information to the Minister for
Social and Family Affairs when the person concerned has a transaction with a
specified body. Persons under the age of 18 must also provide PSI information
relating to their mother and father.

Section 262(5) also provides that where a

specified body collects any PSI information it shall also be used for the purpose of
maintaining70 a persons PSI records. The purpose of collecting this information is to
allocate PPS numbers and establish an identity management system. While this may
indirectly assist in one or more of the Article 13 purposes, it is suggested, that it does
not meet the standard of constituting “a necessary measure”.

Section 262 (7) of the Social Welfare Consolidation Act 2005
This section provides that where the General Register Office collects information
relating to the birth of a person that information shall also be collected for the
purpose of allocating a PPS number. In light of the fact a PPS number cannot be
allocated without certain information being forwarded to the Minister for Social and

70

E.g. updating
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Family Affairs, by implication this processing is required by statute within the
meaning of s. 8(e).

Section 8(1 )of the Immigration Act 2003
This section provides that “Notwithstanding any other enactment… whenever so
requested, an information holder shall give to another information holder such
information, including personal information, in his or her possession, control or
procurement regarding non‐nationals… for the purpose of... administration of the
law relating to the entry into and the removal from the State of non‐nationals.”71 As a
result it appears that non‐nationals, in particular those who have not yet been
granted residency have few rights under the Data Protection Acts.

Section 146 of the Private Residential Tenancies Act 2004
This provision places no restrictions on the information which the Private Residential
Tenacies Boards may demand from either local authorities or the Minister for Social
and Family Affairs provided it “is reasonably necessary for the performance by the
Board of its functions”.72 In return local authorities may demand any information
from the Board where it “is reasonably necessary for the performance by the
authority of its functions relating to houses, dwellings or other structures”73. It
appears information shared under this provision is used for purposes as mundane as
the processing of residents’ parking permits.

5.5

Right of Access to Personal Information

Section 3 of the Data Protection Act permits any individual who believes that a
person holds personal information to request in writing whether that person actually

71

Section 8(1)

72

Private Residential Tenancies Act, 2004, s 146(1) and (2)

73

s. 146(3)
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does hold personal data, and if so a description of the data and the purposes for
which it is kept.

Section 4 provides for the data subject’s right of access to personal information
relating to them held by the data controller. The section provides that if requested in
writing, the data controller must state whether he or she processes personal data
relating to the individual, and if so must supply a description of:
‐

the categories of data being processed,

‐

the personal data relating to the requesting party,

‐

the purpose or purposes of the processing,

‐

the recipients, or categories of recipients to whom the data is or may
be disclosed

The data controller must also supply
‐

The information constituting the personal data held by him,

‐

Any information known by him as to the source of the data unless it is
contrary to the public interest.

‐

Where the processing takes place by automatic means and has
constituted or is likely to constitute the sole basis for any decision
significantly affecting the data subject; the logic involved in the
processing.

There are a number of exceptions to section 4 contained in section 5 of the Act. In
particular s. 5(a) provides that no access need be permitted where the personal data
is kept for the purpose of “preventing, detecting or investigating offences,
apprehending or prosecuting offenders or assessing or collecting any tax, duty or
other moneys owed or payable to the State, a local authority or a health board, in any
case in which the application of that section to the data would be likely to prejudice
any of the matters aforesaid”. Section 5(b) provides that any personal data obtained
from a person who had it in his possession for the purposes of s. 5(a) and is now kept
for the purpose of discharging a function conferred under an enactment is exempt
from s. 4. It is unlikely if s. 5(b) has any basis in the directive. Indeed it does little
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other than to add uncertainty to the situation in which individuals may submit
access requests to public bodies and expect the request to be honoured.

It is suggested that if the government is committed to implementing an identity
management system that spans the entire public service it should be possible for an
access request to reflect this breath of information. As a result it is suggested that a
comprehensive code be drawn up whereby there would be a single point of contact
where individuals could request information from public bodies in relation to
information held about them that is indexed using the PPS number. It is suggested
that this would make the present identity management system more transparent and
reduce the possibility of abuse taking place and leading to people being in a position
to query certain instances of processing.

5.6

Prior checking and privacy impact assessments

In Ireland, the Data Protection Acts provide for a certain degree of prior assessment.
Section 16, as amended by the Data Protection (Amendment) Act 2003 provides that
the Data Protection Commissioner can refuse to register a particular applicant if
either the particulars for inclusion are insufficient or the person applying for
registration is likely to contravene any of the provisions.74 The Commissioner can
also refuse an application for registration by a data controller where he or she
intends to keep sensitive personal data unless the Commissioner is satisfied that
appropriate safeguards will be provided.75 Although the categories of persons
required to register are limited due to the fact that the sections of the Data Protection
(Amendment) Act 2003 with amend s. 16 have not yet been implemented, public
bodies are one of the few groups obliged to register.76 However despite the ability of
the commissioner to refuse registration where the particulars provided are
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Section 16(2)

75

Section 16(3)
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Data Protection (Amendment) Act 2003 (Commencement) Order 2003 (SI 207 of 2003)
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insufficient, the register does not provide a particularly lucid or illustrative overview
of precisely what processing of personal information takes place in relation to
identity management in the public sector. Indeed in most circumstances the
information provided is decidedly minimalist.

Section 12A introduces the concept of “prior checking” which permits the Data
Protection Commissioner to consider whether the processing of a prescribed
description is likely to comply with the provisions of the DPA. Where the
commissioner forms the opinion that the activities of the data controller are not likely
to fall within the Act, it is an offence for him or her to begin processing.77
Unfortunately no particular types of processing have ever been prescribed for the
purposes of s. 12A, and as a result this section is ineffectual. Considering that the
Data Protection Directive provides that member states “shall determine the
processing operations likely to present specific risks to the rights and freedoms of
data subjects…” it is doubtful if the Irish government is entitled to delay the effective
operation of this provision by failing to designate any processing operations which
should be subject to prior checking.

Although the registration and prior checking requirements can go some way towards
ensuring privacy issues are considered at the outset, it is suggested they are little use
when dealing with large scale information technology projects, such as identity
management systems. The current relationship between government departments
and the office of the Data Protection Commissioner appears to involve informal and
ad‐hoc communications with little obligation upon the project developers to take any
concerns raised by the office into account. As a result it is suggested a more robust
privacy impact assessment regime is required. In particular it is suggested that it
should be mandatory for all publicly funded information technology projects with
the potential to have an impact upon privacy be subjected to a mandatory

77

Section 12A(7)
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assessment of potential privacy risks. The benefits of such a requirement would be
firstly to ensure privacy issues are fully considered at the implementation stage of
any proposals, and secondly to provide a clear account as to how the proposed
project would function and process personal information.

It is suggested any Irish privacy impact assessment (PIA) policy should follow
loosely the procedure laid down by the Environmental Impact Assessment Directive,
but to take on board lessons learned in other jurisdictions; particularly Canada.

5.6.1 Canadian Policy
The Government of Canada became the first national government to make Privacy
Impact Assessments mandatory for federal government institutions involved in
projects that raise privacy issues.78. It complements policies implemented in the
provinces of Alberta, Saskatchewan, British Columbia and Manitoba.

In Canada a PIA is required if a proposal involves:
a) a new or increased collection, use or disclosure of personal
information, with or without the consent of individuals;
b) a broadening of target populations;
c)

a shift from direct to indirect collection of personal information;

d) an expansion of personal information collection for purposes of
programme integration, programme administration or programme
eligibility;
e) new data matching or increased sharing of personal information
between programmes or across institutions, jurisdictions or sectors;
f)

development of or a new or extended use of common personal
identifiers;
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Privacy Impact Assessment – Policies and Publications, Treasury Board of Canada,
<http://www.tbs‐sct.gc.ca/pubs_pol/ciopubs/pia‐pefr/siglist_e.asp>
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g) significant changes to the business processes or systems that affect
the physical or logical separation of personal information or the
security mechanisms used to manage and control access to personal
information; or
h) the contracting out or devolution of a programme or service to
another level of government or the private sector;

Where a PIA is required it must at a minimum convey the following information:

a) an outline of the proposal involving the collection, use or disclosure
of personal information and its objectives, including the legal
authority and the justification for the proposal;
b) a list of stakeholders and their roles and responsibilities;
c)

a list of relevant legislation and policies that have implications for
privacy and the protection of personal information;

d) a description of specific privacy risks that have been identified;
e) an analysis of options considered to avoid or mitigate privacy risks;
f)

a list of residual risks that cannot be resolved by means of the
proposed options and an analysis of possible implications of these
risks in terms of public reaction and programme success; and

g) a communications strategy, where appropriate, to deal with public
concerns and perceptions about privacy.

The Canadian federal PIA policy79 provides a very strong basis from which to
establish a counterpart in Ireland. However a particular weakness inherent in the
Canadian system is that the assessment can be carried out by departmental officials
rather than an external body, and as such can often be used to sell a proposal rather
than be a genuine dispassionate analysis. Some of the difficulties associated with
internally conducted impact assessments include:
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a) The development team often lack the resources to prepare a proper
PIA and resolve critical data protection issues.
b) They lack in sophistication and skip over large and small data
protection issues.
c) Internal advocates of innovative systems are often reluctant to be
critical.80
In the Canadian province of Alberta some of these difficulties have been negated to
an extent by requiring PIAs be submitted to the Information and Privacy
Commissioner for review and comment before implementing any new practice or
system, or any proposed change to existing practices or systems.

5.6.2 Regulatory Impact Assessments
The Irish Government has made it a policy to subject all primary legislation,
significant statutory instruments and draft EU Directives to a Regulatory Impact
assessment.81 While such assessment may well take certain privacy issues into
consideration82, due to its very general nature of the assessment it is unlikely to be
focused and provide a proper analysis of privacy issues which may arise. The
difficulty of relying upon Regulatory Impact Assessments to consider privacy issues
is well illustrated by the assessment carried out by the U.K. Government prior to the
introduction the Identity Cards Bill. The word “privacy” is mentioned just once in
that 32 page document.83 The assessment contained disconcertingly broad statements
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as to the benefits of ID cards, and did not appear to engage in any searching analysis
of the disadvantages.

5.7

Fundamental Weaknesses

As has been illustrated, the Data Protection Acts are far less useful in controlling the
processing of personal information by public bodies than for private entities. While
the need to process information without consent in many circumstances is essential
for the day to day running of a country, it is suggested the ease at which provisions
of the Act can be effectively circumvented is not satisfactory. In particular it is
suggested there is a gap between the perceived protection the data protection
framework offers and the reality. Most particularly in the context of public bodies the
Data Protection Acts contain many exemptions, and applying the acts in a definite
and clear manner is not a simple process.

On its own the data protection framework does not offer sufficient privacy protection
for personal information held by public bodies in Ireland.
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6 Other Sources of Privacy Protections
6.1

The European Convention on Human Rights

The European Convention on Human Rights was drafted soon after the end of the
Second World War in the late 1940s. Along with the ten other founding states of the
Council of Europe, it was signed by Ireland on the 4th of November 1950, and came
into force in 1953. Being amongst its principal drafters, Pierre‐Henri Teitgen referred
to it’s purpose as being to define “the seven, eight or ten fundamental freedoms that
are essential for a democratic way of life”.84 The purpose of the convention was not to
give mere rights to individuals, but to safeguard democracy from the tyranny of
oppression. While the Convention does not necessarily forbid national governments
from developing ID cards or identity management systems, it is submitted such
systems which increase the power of government at the expense of individual
privacy must necessarily be subject to close scrutiny.

The Convention was incorporated into Irish law by the European Convention on
Human Rights Act 2003. The result of incorporation is that
a) Subject to any statutory provision or rule of law, every organ of the State (not
including the courts) shall perform its functions in a manner compatible with
the State’s obligations under the Convention provisions.85 A person who
suffers injury, loss or damage due to contravention of this provision may
bring a claim for damages.86
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b) In interpreting and applying any statutory provision or rule of law, a court
shall, in so far as is possible, do so in a manner compatible with the State’s
obligations under the Convention provisions.87 Where no interpretation
compatible with the Convention is possible, a declaration of incompatibility
can be made by the courts.88
c) Where no other legal remedy is adequate and available, the High Court or
Supreme Court may make a declaration that a statutory provision or rule of
law is incompatible with the State’s obligations under the Convention
provisions.89

The method of incorporation used by the ECHR Act 2003 has been criticised as
blindly following the model adopted in the United Kingdom by the Human Rights
Act 1998 despite there being a vastly different constitutional landscape in each
country, in particular it is argued the interpretative model adopted is more suited to
a constitutional system based on Parliamentary Supremacy rather than one such as
Ireland where a strong culture of Judicial Review exists.90 However, it is submitted
that the method adopted leaves untouched the present framework of rights
recognised by the Constitution, adds an extra gloss to the protection of fundamental
rights and allows us import with relative ease some of the decisions handed down by
the English Courts.

Due to the complete absence of legal remedies, the declaration of incompatibility
which can be sought under section 5 appears to be of little use to anyone other than
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those interested in conclusively winning an argument. Sections 2 and 3 offer more
promise. Section 2 provides that the courts shall insofar as is possible, interpret
legislation and rules of law in a manner compatible with the state’s obligations under
the constitution. As a result the courts are obliged to consider, inter alia the operation
of the Social Welfare and Data Protection Acts and the law of breach of confidence
within the framework of the European Convention on Human Rights. The effect of
the incorporation of the ECHR into Irish law is starting to become apparent. In
Dublin City Council v. Fennell,91 for example, Kearns J noted the importance of the
ECHR Act and the obligation upon the judiciary to consider it when deciding cases.
He noted that prior to 2003, the Convention was “binding on Ireland, but not in it”,
and accepted without doubt the argument that courts, in considering the application
of legislation, would have to do so in a manner compatible with the Convention,
albeit not in relation to events which occurred prior to 2003.

6.1.1 Article 8

Article 8 of the ECHR deals with the issues of privacy, and provides as follows:

1. Everyone has the right to respect for his private and family life, his home and his
correspondence.
2. There shall be no interference by a public authority with the exercise of this right
except such as is in accordance with the law and is necessary in a democratic society in
the interests of national security, public safety or the economic well-being of the
country, for the prevention of disorder or crime, for the protection of health or morals,
or for the protection of the rights and freedoms of others.

Although Art. 8(1) does not explicitly recognise a right to privacy, it is unique among
international human rights instruments in providing that “everyone has the right to
respect for his private and family life…”, rather than giving the less valuable right to
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be free from “unlawful or arbitrary interference with his privacy” which both the
United Nations International Covenant on Civil and Political Rights (1951), Art 17,
and the Universal Declaration of Human Rights, Art 12 provide. In this respect the
ECHR is a great deal more useful in terms of dealing with state infringements of
privacy which often tend to be provided for in law, and not always arbitrary.

There are two distinct aspects to the interpretation of Article 8. The two elements of
Article 8 were referred to by the ECHR in the following terms:
Although the object of Article 8 is essentially that of protecting the individual
against arbitrary interference by the public authorities, it does not merely
compel the State to abstain from such interference: In addition to this
primarily negative undertaking, there may be positive obligations inherent in
an effective respect for private or family life. These obligations may involve
the adoption of measures designed to secure respect for private life even in
the sphere of the relations of individuals between themselves.92

Thus Article 8 not only gives negative rights that oblige states to refrain from
engaging in particular activities, but it also imposes positive obligations on states to
take measures to protect privacy.93

In the context of negative rights, Art. 8(2) recognises the reality that privacy cannot
be an unqualified right and that, on occasion, that right will have to give way to
other interests such as national security, public safety, the economic well being of the
country, the prevention of disorder and crime, the protection of health and morals,
and the protection of the rights and freedoms of others. However before any of the
exceptions can be availed of, it is necessary for a three stage test to be satisfied. The
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interference with the right to privacy must be: a) in accordance with the law, b) for a
legitimate purpose, and c) necessary and proportionate.

In Accordance with the Law
Firstly, the interference must be in accordance with the law. Initially this appears to
be a straightforward positivist requirement that the particular activity must be
compatible with the law of the state. However the European Court of Justice has
interpreted the requirement rather differently. In The Sunday Times v. United
Kingdom94 the court held that “in accordance with law” had to be reconciled with the
French version of the Convention that instead used the words “prévues par la loi”.
Accurately translated, this meant “prescribed by law”, and as a result the Court held
that for this criterion to be satisfied it was necessary that the law was,
a) adequately accessible to ordinary citizens, and
b) formulated with sufficient precision to enable a citizen to regulate his
conduct.

Although this does not appear to be an overly burdensome requirement, in Leander v.
Sweden it was stated that it requires that the law should give citizens an “adequate
indication as to the scope and the manner of exercise of the discretion conferred on
the responsible authorities to collect, record and release information” in an identity
management system.95 It is questionable whether the legislative framework giving
effect to the PPS number, the PSI database and the associated information which they
enable, is sufficiently clear and unambiguous. The purpose for which the system
exists is ill‐defined and the use to which the information may be put is largely
discretionary; furthermore the rights of individual bodies to process certain
information varies and the entire legislative framework lacks anything which might
remotely be construed as cohesiveness.
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For a Legitimate Purpose
If the first requirement, that the interference “is in accordance with the law”, is
satisfied, the state must then establish that the interference was justified by one of the
purposes outlined in Article 8(2). Namely, the interference must be in the interests of:
•

national security

•

public safety,

•

the economic well‐being of the country,

•

the prevention of disorder or crime,

•

the protection of health or morals, or

•

the protection of the rights and freedoms of others.

These justifications are regarded as exhaustive. Most cases before the European
Court of Human Rights involving the exceptions to Art. 8 have concerned
themselves with national security and the prevention of disorder and crime.
However it is patently obvious that this exception is not available to the Irish identity
management system as both the Gardaí and Defence Forces are excluded from its
operation. As a result, it is likely that the present identity management system falls
into the category of being in the interests of the economic well‐being of the country.
However this concept cannot be stretched too far, and one must ask if it remains
applicable in an environment in which potentially sensitive personal information is
collected and shared for unnecessarily trivial purposes.

Necessary and Proportionate
In order for the third requirement of Art. 8(2) to be fulfilled it is required that the
state show the violation is “necessary in a democratic society”. In other words, it
must be shown the interference is necessary in order to fulfil one of the objectives
referred to Art. 8(2). In an effort to balance state sovereignty and self‐determination
with the desire to uphold Article 8, the ECtHR accords a “margin of appreciation” to
a state’s views as to the necessity of the measure in question. In Dudgeon v. United
Kingdom the court stated that for the “margin of appreciation” to be satisfied it was
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necessary that the measures had to be a) in response to a pressing social need, and b)
do not exact a higher price than is necessary in a democratic society.96 In other words:
while states have discretion in making policy choices, the invasiveness of the
proposal must be still proportionate with the problem it seeks to remedy.97

The Court however has made in clear in Klass v. Germany that even in the face of
terrorism and espionage, governments do not have unlimited discretion to engage in
invasive activities. After a detailed analysis of the substantial legislative safeguards
in place, the Court held the impugned wiretap law was a necessary and
proportionate response, but not before noting that Article 8 lays down limits on
surveillance powers “which have to be respected in a democratic society in order to
ensure that the society does not slide imperceptibly towards totalitarianism”.98 It
only follows that an expansion of an identity management system for the far less
critical purpose of improving the efficiency of the public service must be
proportionally less invasive and provide for even greater safeguards than one
designed to uphold national security in order for this test to be satisfied.

6.1.2 Identity Management and the ECHR
Although the European Court of Human Rights ruled in Reyntjens v. Belgium99 that
the requirement to possess and carry an ID card does not by itself give rise to any
remedy under Article 8,100 it was established in Friedl v Austria101 that Article 8 is
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concerned with the gathering and storage of identity.102 In Leander v. Sweden103 the
ECtHR considered that even apart from any future disclosure, the collection and
storage of personal information in a database engaged Article 8 rights. In Rotaru v.
Romania the court considered that information relating to a person’s distant past was
of even greater concern to Art. 8.

The Joint Committee on Human Rights in the UK has considered in some detail the
compatibility of the Government proposals for an ID card with the European
Convention on Human Rights.104 The UK proposals allow for the creation of an
identity management system which may be used in the public interest, something
which is defined as encompassing: national security; the prevention or detection of
crime; the enforcement of immigration controls; prohibition of unauthorised working
or employment; and the efficient and effective provision of public services.105 The
Joint Committee noted that the creation of an ID card and associated register of
identities would engage Article 8, and that while Article 8 did not prohibit the issue
of an ID card, or the obligation to carry one, there were particular difficulties
surrounding the database associated with the proposed identity management
system. In particular the committee was concerned with:
1) The extent of the information held by the identity management system.
2) The potential for personal information to be recorded without the knowledge
or consent of the individual concerned.

Justice suggested, obiter, that the Reyntjens decision would be unlikely to be followed in the
UK, but was a product of the margin of appreciation afforded to states by the ECtHR. See,
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3) The lack of safeguards against personal information being disclosed
unnecessarily to providers of public services.
4) The extensive data sharing from both the public and private sector in order to
confirm or update the identity details held on the register of identities.
5) The provision for extensive disclosure of personal information to public
bodies for a wide range of purposes.106

It is suggested that many of these concerns are equally valid for the Irish identity
management system, in particular the high level of data sharing; and the broad
purposes for which personal information is disclosed raises particular concerns as to
its compatibility with Article 8.

6.2

Breach of Confidence

A specific tort for the protection of privacy is almost unheard of in most common law
jurisdictions, despite being first suggested over 100 years ago.107 However, the law of
confidence appears to have stepped in to fill the gap, especially in the UK. It is
proposed to consider whether the law of confidence affords any practical assistance
in protecting personal information of individuals in the context of national identity
systems.

The scope of the law of confidence has grown exponentially in the United Kingdom
in recent years, due by and large to a number of high profile “celebrity privacy” cases
which have been informed by the transposition into UK law of the European
Convention on Human Rights. In Ireland, breach of confidence appears to
supplement constitutional protections of privacy. However if Irish courts follow the
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lead of the recent House of Lords decision in Campbell v. MGN Ltd.108 the action may
be capable of affording much greater protection of privacy than is generally
realised.109 In particular it allows damages to be recovered where only emotional
distress was suffered, it is enforceable against third parties where information is
wrongly disclosed to them, and it may have a broader scope due to the restrictions in
section 8 to the Data Protection Acts.

6.2.1 The Law of Confidence
The Law of Confidence has its origins in many discrete areas of law. McMahon &
Binchy note that one can find elements of contract, equity, property law and
constitutional law in the leading cases on the subject.110 Its foundations are however
very firmly in the law of equity.

The three elements which are required in order for a breach of confidence to occur as
set out by Megarry J in Coco v. AN Clarke (Engineers) Ltd111 are:
a) The information sought to be protected must have the necessary
quality of confidence,
b) The information must have been imparted in situations importing an
obligation of confidence, and
c) There must be an unauthorised use to the detriment of the subject.112

The essence of breach of confidence is that information which should have remained
confidential is published. The information may be commercially sensitive113, or it
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may be sensitive in a more personal way.114 Where a breach of confidence takes
place, the doctrine provides many remedies, including injunctions, orders for
delivery up and damages.115 Two principle barriers exist to the application of this
doctrine to personal information held by public bodies. The requirements set out by
Megarry J may not be met, in particular the second one, and the public interest may
require the non application of the doctrine.

A) The necessary quality of confidence
The first question to be posed is whether information provided to a public body has
the necessary quality of confidence. In Ireland much of the reported caselaw on
confidence refers to trade secrets.

Decisions from the United Kingdom,

New

Zealand and Australia may however provide guidance for the principles applicable
in situation regarding individual privacy.

One issue which arises is whether non‐commercial information can be classed as
having the necessary quality of confidence. In House of Spring Gardens v. Point Blank
Ltd116 Costello J took the view that “the obligation of secrecy whilst enforced by
equitable principles, depends more upon commercial necessity than moral duty”.117
However as Keane noted, it is unlikely the judge was trying to convey any broad
principle, and the statement was, in any event, obiter.118 In the UK however it is
accepted that along with the law of confidence being concerned with commercially
sensitive information, it is also concerned with the protection of privacy as a human
right. Following on from the implementation in English law of Article 8 by the
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Human Rights Act 1998, Sedley LJ noted in Douglas v. Hello119 that the common law
didn’t always protect personal privacy120, but that now the common law and equity
were in a position to recognise that every person had a right to some private space,
and, furthermore that the courts were now obliged to give effect to Article 8 of the
European Convention of Human Rights.121 It is suggested that given the obvious
parallels between Ireland and the UK, and the fact the European Convention has also
been implemented in this jurisdiction, it is likely Irish courts would have a similar
attitude to Sedley J.

A second question relevant to whether information held in an identity management
system has the necessary quality of confidence relates to the sources from which the
information is collected. In particular the issue arises as to whether information
gathered from the public domain, such as the register of births, deaths and marriages
may be considered “private”. In Schering Chemicals Ltd v. Falkman Ltd.122 the issue of
whether information in the public domain could be capable of forming the subject
matter of confidential information was considered. The facts concerned the discovery
that a preparation made by the plaintiffs caused serious illness to unborn children
when taken by pregnant women. An employee of a television company was retained
to provide public relations consultancy to deal with the fallout, however instead he
made a television program relating to the affair. The plaintiffs sought an injunction to
prevent the screening, arguing that there had been a breach of confidence. The
defendants for their part argued that all the information they had obtained could be
found from other public sources. While the Court of Appeal accepted that in theory
the information was in the public domain, the defendants were in a particularly
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advantageous position, and it would have been inequitable to permit the television
company to use the information for a different purpose.

In House of Spring Gardens v. Point Blank Ltd123. Costello J in the High Court concluded
that the information could be considered confidential if “although based on material
which is accessible to the public, it is of a unique nature”124. This view was expressly
approved of by O’Higgins CJ in the Supreme Court. As a result, it is suggested that
an obligation of confidence can apply to information such as that held in the PSI
database, despite parts of it being publicly available in the register of births, deaths
and marriages.

B) Situations importing an obligation of confidence
In the UK the requirement that information be imparted in a situation importing an
obligation of confidence has been all but dispensed with. However for purposes of
protecting information gathered in the course of establishing an identity
management system it is suggested that this requirement would not be particularly
difficult to fulfil. In the context of the Irish PSI it is suggested a person submitting
personal information can expect the information be treated with confidence, and
disclosed only where expressly permitted by legislation.

In Coco v. AN Clarke (Engineers) Ltd. it was noted the obligation of confidence would
manifest itself if “…the circumstances are such that any reasonable man standing in
the shoes of the recipient of the information would have realised the information was
given to him in confidence”, it is clearly an objective test, and it does not require an
actual appreciation by the recipient that the information was indeed confidential.
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The action for breach of confidence originated where information was wrongly
disclosed by one party to a confidential relationship regarding another. A suitable
illustration of this can be found in Prince Albert v. Strange125, where etchings of the
royal family were acquired by publishers from an employee of a printer to whom
they were entrusted. The action succeeded on the basis that the information was
imparted in confidential circumstances and that the defendant had actual or
constructive knowledge of such.

In A.G. v. Guardian Newspapers126 Lord Goff gave the following more detailed
description of the circumstances in which an obligation of confidence may apply.
ʺa duty of confidence arises when confidential information comes to the
knowledge of a person…in circumstances where he has notice, or is held to
have agreed, that the information is confidential, with the effect that it would
be just in all the circumstances that he should be precluded from disclosing
the information to others.ʺ

Recent developments in the UK have largely removed the requirement that
information be imparted in a situation importing an obligation of confidence. In so
doing, they have changed the action for breach of confidence into a much broader
doctrine. This development has been encouraged by the adoption into English law
of the European convention of Human Rights by the Human Rights Act 1998.127

This “shift in the centre of gravity of the action for breach of confidence” has been
noted, most strikingly by the dissenting judgment of Lord Hoffmann in Campbell v.
MGN. Lord Hoffman noted that the new approach takes a different approach to the
value to be protected than in Prince Albert v. Strange. Instead of being concerned with
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the duty of good faith applicable to personal and trade secrets, it was concerned with
the protection of human autonomy and dignity. A requirement that a legal principle
designed to protect the latter could only operate if information was attained only in
certain limited circumstances would clearly not be satisfactory. Lord Hope, in the
majority, disagreed with Lord Hoffman, but his lordship nonetheless accepted that
there had been a shift in the centre of gravity in the law of confidence and noted that
“new breath and strength is given to the action for breach of confidence by [Articles 8
and 10].” The scope of this change was set out in the most recent installation of the
long running saga involving the actor Michael Douglas and Hello magazine. A
unanimous judgment of the Court of Appeal held:
“…in so far as private information is concerned, we are required to adopt, as
the vehicle for performing such duty as falls on the courts in relation to
Convention rights, the cause of action formerly described as breach of
confidence.128

Phillipson and Fenwick suggest that since the Campbell decision breach of confidence
has been so comprehensively reworked that it has crossed over the boundary
separating privacy from confidentiality.129 Unlike earlier cases such as Douglas v.
Hello, there was absolutely no suggestion of a “situation importing an obligation of
confidence”, the plaintiff merely being photographed was in a public place going
about her private affairs. As suggested by Lord Nicholls “The essence of the tort is
better encapsulated now as misuse of private information”.130

It is suggested that if Irish courts were to follow the same reasoning as their English
counterparts, there is little doubt but that personal information held for the purposes
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of operating an identity management system would be protected by the action for
breach of confidence.

C) Detriment of the subject
The issue as to whether the unauthorised use caused detriment has rarely been
considered in depth. Markesinis et al suggest that the court in Campbell assumed
that intrusion into privacy could in itself constitute detriment.131

In the context of a national identity management system and sharing of information
via the PPS number it is difficult to predict how a court would interpret “detriment”.
It is suggested however that any unlawful exchanges of information should satisfy
the requirement regarding detriment.

D) The Public Interest test
Writing extra‐judicially, Keane J has noted that equity will not permit the doctrine of
confidentiality to be used in order to cloak wrongdoing, and if the defendant can
show the breach of confidence was necessary to prevent the breach of a crime or
wrongdoing, this will be a good defence.132 This principle has long been recognised
in English Courts, and in Gartside v. Outram133 Wood V.C. stated that “there is no
confidence as to the disclosure of iniquity”134 and in A.G. v. Guardian Newspapers (No.
2)135 Goff J. noted that the public interest in maintaining confidences could be
“outweighed by some other countervailing public interest that favours disclosure”.136
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The leading case on the public interest defence to breach of confidence is National
Irish Bank v. RTE137. Lynch J gave the majority judgment, while Hamilton CJ
concurred with Keane J’s dissenting judgments. The facts relate to a television
programme made by the defendants relating to a particular financial product offered
by the plaintiffs which was strongly suspected to be a vehicle for avoiding tax. The
plaintiffs sought an injunction restricting the publication of any information
identifying or tending to identify an account or customer, and to restrict any
information identifying or tending to identify transactions on any account or
engaged in by a customer.

In the minority, Keane J quoted Goff J from A.G. v. Guardian Newspapers, and
suggested that a balancing of interests was required in the present case. Relying
upon the UK decisions in Initial Services Ltd. v. Putterill138 and Francome v. Mirror
Group139 Keane J held that disclosure to the Revenue Commissioners would be
permissible, but that it would not serve the public interest to publish the information
in the media. Lynch J however took the view that publication was in the public
interest, subject to the caveat that the publication was subject to the laws of
defamation if it proved to be untrue.140 Both judges were unanimous in agreeing that
the relevant state authorities (in this case the Revenue Commissioners) should be
informed.

The public interest test is the greatest stumbling block to the action for breach of
confidence being used routinely to protect personal information held by public
bodies. For instance in A Health Authority v. X, the Court of Appeal upheld an order
for the disclosure of medical records, despite the opposition of the patient, as they
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is “in the public interest” with “of interest to the public”.
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were required in the course of an investigation into a General Practitioner and there
was a public interest in this occurring.141 In another UK case: Re A (Disclosure of
Medical Records to the GMC) Cazalet J suggested that if records were required by the
General Medical Council in the course of performing their statutory duties it was
difficult to see what grounds patients or other parties concerned could raise to
prevent their disclosure.142

6.2.2 Identity Management and Breach of Confidence
It is suggested that most personal information disclosed to the Irish public service
enjoys a quality of confidence, as is normally disclosed to them in a situation
importing such. As a result it is suggested that most, if not all personal information is
held subject to the law of breach of confidence143.

However, as discussed above, the public interest test as presently applied is quite
restrictive, and appears to preclude its use as a means to control the sharing of
information between government departments. It may however prove useful where
information is disclosed wrongfully to third parties without any legitimate reason.
While the public interest test is undoubtedly necessary, it is suggested that it goes
further than necessary, and rather than engaging in any insightful analysis the courts
in both Ireland and the UK have tended to defer almost automatically to the wishes
of public bodies.
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6.3

A Tort of Privacy

For the purposes of protecting information privacy, the development of a specific tort
for the protection of privacy may not be a huge advantage. However the existence of
such a tort may have numerous benefits for protecting individual privacy in the
context of a national identity system as a whole.

First and foremost the symbolism of such a tort should not be discounted. The mere
existence of such a tort would cause those contemplating embarking on a potentially
privacy invasive activity to consider their legal liability.

In the United Kingdom, the development of a tort of privacy has been stymied by the
House of Lords. In Wainwright v. Home Office144, Lord Hoffmann, for the majority,
rejected the invitation to declare the existence of a tort of invasion of privacy. Instead
he suggested privacy protections should be introduced by legislation and that
protection was offered by the law of breach of confidence, which now no longer
required a confidential relationship.145

By contrast, in the Queensland District Court stalking case of Grosse v. Purvis146 it was
established that it is possible to sue for breach of privacy in common law.
Furthermore it was held possible to recover compensatory, exemplary and
aggravated damages for the breach, without the need to prove any recognised
psychological illness. In the view of Skoien J such a tort of privacy would involve:
(a) a willed act by the defendant,
(b) which intrudes upon the privacy or seclusion of the plaintiff,
(c) in a manner which would be considered highly offensive to a reasonable
person of ordinary sensibilities,
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(d) and which causes the plaintiff detriment in the form of mental
psychological or emotional harm or distress or which prevents or hinders the
plaintiff from doing an act which she is lawfully entitled to do.

147

In a similar decision of the Court of Appeal in New Zealand, a tort of invasion of
privacy was also recognised. The two requirements for such a tort were stated by
Gault P and Blanchard J in Hosking v. Runting as being:
(a) The existence of private facts
(b) Publicity given to those private facts that would be considered highly
offensive to an objective person148

6.3.1 Privacy Bill 2006
It appears that the Irish courts will not be offered the opportunity to develop a tort of
privacy, as the draft Privacy Bill 2006 proposes the development of a statutory tort of
violation of privacy which does not require proof of any special damage. Although
the Bill, at first blush, appears directed towards protecting the privacy of celebrities
and other well known individuals from the prying eyes of the media, it may also
offer some protection for ordinary citizens. Unfortunately it does not appear to
restrict, in any way, the gathering and sharing of personal information that the state
and its agencies may engage in.

Section 2 of Privacy Bill proposes that “a person who wilfully and without lawful
authority, violates the privacy of an individual commits… [the tort of violation of
privacy]”. Section 3(1) of the Bill proposes that the privacy to which an individual is
entitled is that which is reasonable in all the circumstances having regard to the
rights of others and to the requirements of public order, public morality and the
common good. While this definition is entirely vacuous and devoid of meaning,
section 3(2) specifies in more detail what may be regarded as a violation of privacy.
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Of particular interest is that it regards the disclosure of “letters, diaries, medical
records or other documents concerning the individual or information obtained
therefrom” to be such a violation.

Section 5 of the Bill sets out a number of general defences against an action for the
violation of privacy. Section 5(b) provides that it is a defence to show the violation
was authorised or required by law or by a court or process of a court established by
law. Furthermore s. 5(c) provides that it is a defence to prove that the claimed
violation of privacy was done by a public servant (i) acting in the course of his or her
duties, or (ii) in circumstances where he or she had reasonable grounds for believing
he or she was acting in the course of his or her duties. While the effect of Section 5(b)
is to exclude from the scope of the tort every activity permitted or required by
legislation, it will also require that all government activities which are potentially
invasive of privacy will have to be mandated by legislation if they wish to avail of
the defence. This will surely improve the transparency of government dealings with
personal information. Furthermore s. 5(c) will provide a clear cause of action against
staff members where personal information is found to be abused by government
departments.149

Section 6 sets out when the disclosure of personal information will not be a violation
of privacy. Section 6(d) provides that where the disclosure is made by a public
servant (i) acting in the course of his or her duties, or (ii) in circumstances where he
or she had reasonable grounds for believing he or she was acting in the course of his
or her duties, that a violation of privacy will not take place. Likewise, section 6(e)
provides that the disclosure of personal information permitted by the Data
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Protection Acts will not be a violation. As a result it appears that the Privacy Bill
endeavours to import all the exceptions to the non‐disclosure of personal information
that already apply to the data protection regime, as a result any disclosures
permitted by the DPA will also be permitted by the Privacy Bill. However it is
suggested in light of section 5(b), noted above, this is possibly a superfluous
requirement.

While the Privacy Bill 2006 is highly unlikely to restrict in anyway how government
departments or the public sector generally use personal information, it may promote
a greater awareness of privacy issues by virtue of an increased exposure to litigation
where the personal information is used for purposes other than specified in
legislation or where it is abused by members of staff.

6.4

The Constitution and the Right to Privacy

An interpretation of the constitution rendering ID cards or identity management
systems impermissible is an ideal situation for those campaigning against their
introduction. Such is a rare occurrence. However, in 1991 the Hungarian
Constitutional Court found the use of a unique national identification number to be
invalid150, while the Portuguese constitution explicitly forbids the allocation of
national identification numbers to citizens. Even if a constitution does not actually
forbid any particular element of an identity management system, it may provide
valuable safeguards not easily overridden by legislation.
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6.4.1 The Development of a Right of Privacy in Ireland

Like the United States Constitution, the Irish Constitution does not in any way
explicitly guarantee or recognise a right to privacy. Instead more general guarantees
are given, from which it has been interpreted that a right to privacy exists. The
existence of a constitutional right is important; while it is possible for legislative
provisions to be modified and amended, the constitution “emphatically reject[s] the
theory that there are no rights without laws, no rights contrary to the law and no
rights anterior to the law”.151 As such, it provides a safeguard against proposals
which unduly interfere with the right to privacy. Unfortunately as is so often the case
with constitutional rights, the line between the permissible, and impermissible is not
an easy one to chart.

Article 40.3.1° provides:
“The State guarantees in its laws to respect, and, as far as practicable, by its
laws to defend and vindicate the personal rights of the citizen.

Article 40.3.2° provides:
The State shall, in particular, by its laws protect as best it may from unjust
attack and in the case of injustice done, vindicate the life, person good name,
and property rights of every citizen.

The first case to consider a right to privacy was McGee v. A.G.152 It was held by a
majority of the Supreme Court that article 40.3.1° guaranteed a right of privacy in
marital relations, and consequently the right to use contraceptives free from
interference by the state. While the finding that a limited right of marital privacy was
inherent in article 40 may not be considered expansive, it laid the foundation for a
more general right to be recognised in the following years.
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The first attempt to broaden the right of marital privacy was in Norris v. A.G.153 Here
the plaintiff sought to have laws criminalising male homosexual conduct declared
unconstitutional. The plaintiff argued that there was a limit on the State’s power to
control personal conduct and that private morality was a “no go area” for the State.
The majority judgment, which was delivered by O’Higgins CJ did not deny the
existence of a general right, but was not expansive in recognising its existence.
O’Higgins CJ, noted that a right to privacy can never be absolute, and ultimately
found that the adverse affects of homosexuality and the Christian nature of the state
justified the existence of criminal sanctions. The dissenting judgments of Henchy and
McCarthy JJ, both explicitly recognised a right to privacy. Of particular interest is
that both felt that the onus of showing that the maintenance of public order and
morality outweighed the plaintiff’s claim to privacy rested upon the state. Norris did
little to clarify the dimensions of the right to privacy.

A general right to privacy was explicitly recognised for the first time in Kennedy v.
Ireland154. It is significant for our purposes that the right was recognised to relate not
just to the intimate sphere of human activity, but also to the privacy of information.
The plaintiffs were political correspondents whose telephones had been tapped on
foot of a warrant issued by the Minister for Justice. Safeguards which were declared
by successive ministers to be integral to the procedure of obtaining a wiretap were
either disregarded or operated in such a way as to render them meaningless. It was
accepted by the State that there was no justification for obtaining the wiretap, but
that notwithstanding, it did not interfere with their constitutional rights. Hamilton P
accepted that a right to privacy existed and that it had been unjustifiably interfered
with. The plaintiffs were awarded £20,000 (€25,400) each and an order was made that
transcripts of telephone conversations be returned to them.
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The existence of a right to privacy was accepted by the Supreme Court in Re A Ward
of Court155, and subsequent cases have accepted its existence without question.156

6.4.2 The right to privacy of personal information

While the right to privacy espoused in cases such as McGee and Re A Ward of Court is
more akin to a right of autonomy, a right to privacy of personal information also
inheres in the constitution. This right appears to be loosely based on the law of
breach of confidence, as shall be considered below. The relative strength of this right
in comparison to competing concerns of the common good is however unclear.

In Murphy v. PMPA Insurance Company Ltd.157, along with considering that the natural
rights of the insured party would be encroached upon, Doyle J made specific
reference to the fact that an insurance contract is one of uberrimae fidei on the part of
the insured and “carried a corresponding obligation of confidentiality on the part of
the insurers”.158 Parallels between the constitutional right to privacy and breach of
confidence have been drawn in other cases, O’Hanlon J in M v. Drury, suggested that
confidential communications between a husband and wife such as in Argyle v.
Argyle159 would be protected. However on the facts of the case he refused to grant an
injunction restraining the publication of information relating to the plaintiff’s alleged
affair with a Catholic priest. Also, in Haughey v. Moriarty160, Hamilton CJ was willing
to presume for the purposes of the case that a right to privacy extended to the
privacy and confidentiality of citizens banking records. He based this on the fact the
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accounts enjoyed protection under the common law doctrine of breach of confidence.
In Re Ansbacher (Cayman) Ltd.161, Finnegan P appears to have considered both the
constitutional right to privacy and the contractual right to confidence as being co‐
extensive.

Subsuming the law of confidence into Irish Constitutional law, and to a lesser extent
European Convention of Human Rights jurisprudence is attractive. In the view of
Phillipson & Fenwick, the law of confidence already provides the means of
vindicating the implied right to privacy, as well as a framework for a public interest
test.162 Keane also suggests that the law of confidence, as it applies to individuals, is
“substantially reinforced” by judicial recognition of a right to privacy163, and
authorities from breach of confidence could be relied upon to ascertain the limits of
the public interest defence as it applies to the constitutional right to privacy.164 As
shall be considered below, the public interest test as applied in the Irish courts in
constitutional cases appears to be largely similar to that applied in breach of
confidence actions.

The law of confidence provides to constitutional jurisprudence a well recognised and
almost “prefabricated” framework for protecting information privacy rights.
However, there is as yet no certainty that an action framed within breach of
confidence could also give rise to a successful constitutional action, especially in the
context of protecting information privacy.

161

Finnegan P, High Court, 25 May 2004

162

Phillipson & Fenwick, “Breach of Confidence, the public interest and the European
Convention on Human Rights in England and Ireland” in Freedom of Information Law and
Practice (2006, Forthcoming)
163

Keane, Equity and the Law of Trusts in Ireland (Butterworths, 1988) p. 349

164

Ibid p. 351
160

6.4.3 Unsuccessful invocations of the Right

There have been many cases where the right to privacy has been unsuccessfully
argued before the Irish courts. Similar to those framed in the law of breach of
confidence, the primary reason for failure of such actions is the application of the
public interest test. Various efforts to use information privacy to avoid investigation
by courts, disciplinary authorities, or tribunals have failed on this basis. As with its
counterpart in the law of confidence, the precise dimensions of the public interest test
is unclear.

In Desmond v. Glackin165 the plaintiff sought to restrain an inspector from using
information obtained from the Central Bank in investigating the membership of a
company involved in the purchase of property from a semi‐state body. It was argued
inter alia that this breached the applicant’s rights to confidentiality in personal and
commercial matters inherent in the Constitution. In the High Court O’Hanlon J held
that the information should nonetheless be provided as this was in the public
interest. In delivering a unanimous decision, the Supreme Court went somewhat
further and Murphy J stated:
I am satisfied that there is no principle of law, nor indeed is there any
principle of common sense, which would prohibit a Minister of State who
properly has obtained from an agent carrying out on his behalf a statutory
power vested in him, information which may be of assistance to another
Minister of State in carrying out a statutory duty imposed on him,

The case of Haughey v. Moriarty166 concerned the issue of the constitutional right to
privacy and its application to bank account details. Hamilton CJ held that the
exigencies of the common good outweighed the right to privacy in the case at hand,
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in particular, where the purity and integrity of public life were under scrutiny. This
decision was followed by the same Judge in Redmond v. Flood167, where it was noted
that the tribunal was established by a resolution of the Oireachtas, and that the
presumption of constitutionality attached to such a resolution. The Supreme Court
accepted that the resolution did encroach upon the fundamental rights of the
applicant, but that given the facts of the case this was justified.

A situation where no wrongdoing on the part of the plaintiff was alleged arose in Foy
v. An t‐Ard Chlaraitheoir.168 Here the applicant had her gender reassigned and wished
that her chosen gender be reflected in her birth certificate. This request was refused
by the General Register Office and the applicant sought judicial review of this
decision. McKechnie J held in a very detailed judgment, that despite the fact the birth
certificate was used on occasions as a form of identity, the register from which it was
drawn was a historical document rather than a living record of a persons life. The
judge took the view that the fact the document was rarely requested, and the
complications likely to arise from the alteration of the document meant that the
intrusion on the applicant’s privacy was not so great as to result in the breach of her
constitutional rights.

It remains difficult to predict how the courts may apply the right to privacy in the
context of personal records held by public bodies. In Foy the common good flowing
from having a workable method of registering births was considered to outweigh
the applicants right to privacy. In Glackin it was held that there could be no rule
preventing an agent of a minister divulging to him information gained in the course
of his agency, while Murphy J also quoted the view O’Hanon J in the High Court that
the “foundation of freedom in our society must surely have a sounder base than the
possible concept of government activity carried out, of necessity, in watertight
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compartments”. It must however be noted that in a constitutional action the public
interest test must be more searching than in an action based in tort law. It is
suggested there are at least two aspects to the public interest test applicable; the first
being the public interest in information being freely available, and secondly, the
public interest in certain information being private.169

In light of the preceding cases it is evident that formidable obstacles exist for litigants
seeking to enforce any constitutional right to information privacy. It is suggested the
decisions to date are not encouraging in terms of efforts to challenge any aspect of
the identity management framework introduced by the Social Welfare Acts.
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7 Conclusions
7.1

Lack of planning in the Development of Identity Management

The PPS number and the PSI database has been something of an ongoing project that
has grown organically since 1979. While the ISSS report from 1996 appears to have
laid out a roadmap which has been followed to a reasonable degree, the legislative
framework for the identity management system can be characterised by annual and
even bi‐annual amendments included in Social Welfare legislation. Prior to the
enactment of the Social Welfare (Consolidation) Act 2005, merely piecing together
the various pieces of applicable legislation was an arduous task in its own right.

The purposes for which the PPS number may be used and bodies who may use it are
supplemented annually. Little thought appears to be given to controlling the pool of
individuals entitled to request the number or the uses to which it may be put. When
questioned about the privacy implications of the significant expansion in use of the
PPS number, officials tend to give answers ranging from disinterest to contempt.
Unlike in jurisdictions such as Austria or Portugal, the wide scale use of a unique
identification number does not appear to be of great concern.

Instead of Ireland having an identity management system which is tightly regulated,
the Government seems to have developed a system which can be used by virtually
any public body for whatever purposes they choose, not only to prove identity, but
to allow copious amounts of personal information be shared amongst many different
actors. Not only does it fail to provide adequate privacy protections, but it actively
encourages excessive information to be collected from individuals.170

170

For instance the PPS number is now requested when a person applies for a driver’s licence,
even though it cannot be used for the purposes of enforcing the Road Traffic Acts.
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It is also unfortunate that we seem to be steadily moving towards a situation
whereby any individual or body, be it public or private, will be entitled to request
the PPS number. The first notable steps towards endorsing the use of the pps number
by the private sector were taken by the Residential Tenancies Act 2004, and Finance
Act 2004. Calls in the Oireachtas for publicans and other individuals be given access
to the number does not bode well for any future curtailment on its use.171 It appears
that the mistakes made in the United States with the implementation of the Social
Security Number are likely to be repeated here unless the continuous expansion of
the PPS number is constricted. At present it appears that the PPS number has become
a runaway train that continues to gather momentum apace.

7.2

Consultation with the Public

The Irish identity management system appears to have developed in a bottom up
manner whereby it was designed and implemented by consultants and public
servants and presented to the cabinet and declared a fait accompli. A more acceptable
approach would be for the project to be developed in a top down manner with a
directive from government following adequate public consultation. This is
particularly evident in the development of the new Social Service Card, where
important decisions such as whether or not to include biometric information are
contracted out to private consultants before any details of the proposed system are
made public.

No public consultation has ever taken place in the implementation and design stages
of the entire identity management project, and until the e‐voting fiasco in 2004 it
appears that the public bodies concerned were reluctant to even so much as liaise
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with the Data Protection Commissioner.172 While the Department of Social and
Family Affairs claims that NGOs were regularly consulted on the privacy and human
rights consequences flowing from the creation of the PSI database173, such
consultation does not appear to have been widespread. In particular the Irish Council
for Civil Liberties has no formal record of ever having been consulted.174

7.3

Poorly considered technical architecture

The identity management system incorporating the personal public service number,
the public service identity database and the inter‐agency messaging service appears
to lack technological sophistication in the context of privacy protections. While the
developers have surmounted a great many practical obstacles in developing the
system, it is suggested that protecting the privacy of individuals is not one of them.
A great deal of thought has been put into allowing information be shared, but far less
time appears to have been spent developing ways of restricting the flow of
information only to those who are entitled or need to view it. It takes a blunderbuss
approach, with personal information scattered far and wide, available both to those
who legitimately need it and those who do not. While privacy was an integral
consideration of the Austrian Identity management system, the Irish government
chose not to follow this path.

7.4

ID Cards by themselves do not have to be a bad thing

There is nothing inherently evil about pieces of paper or plastic with certain personal
details stored on their face or encoded in a chip or magnetic stripe. In Ireland, the

172

Discussion with Sean Sweeney, Senior Compliance Officer, Office of the Data Protection
Comissioner, 15 December 2005

173

Discussion with Larry Curtin, Client Identity Services, October 2005

174

Correspondence with Tanya Ward, Senior Research and Policy Office, Irish Council for
Civil Liberties, 26 July 2006
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different types of identity documents required in different transactions are less than
convenient for most people, and do little to enhance their privacy. If the new public
service card succeeds in simplifying these matters while giving people more control
over their personal information it is suggested it might not be such a bad
development. In particular the wide variety of different identity document required
for different situations leads more to confusion than to any coherent policy to protect
privacy. For situations such as opening bank accounts and availing of financial
services, an identity card could hardly be accused of divulging more than the
incredibly expansive amount of personal information already required.

It is suggested that taking up an entrenched position about whether ID cards should
or should not be developed for this jurisdiction is fallacious. As so clearly illustrated
in earlier chapters there are a huge number of situations in which society demands a
person simply must prove their identity. An identity document which enables an
individual prove his or her identity to those, and to the level, that its bearer desires
may be a positive thing. On the other hand, an identity document lacking adequate
privacy protections and comprising of poorly conceived technology has the potential
to be exceptionally invasive and detrimental to people’s basic human rights.

After looking at past developments in Irish identity management, it seems that the
chances of getting a card that is well thought out, carefully respects privacy and does
not fall victim to having its functions extended year on year is unlikely.

It may also be argued that the basis upon which any public service card can be built
is flawed. The PSI and PPS number can hardly be considered to provide anything
other than the most slovenly of privacy safeguards and it is difficult to see how an
identity document based upon this could avoid its hereditary defects.
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7.5

Lack of Privacy Regulation for Public Bodies

After considering the safeguards for privacy in Ireland, the most glaringly obvious
difficulty is that the Data Protection Acts, the law of confidence, the forthcoming
Privacy Bill, and even the Constitutional right to privacy all show an overly strong
deference towards public bodies as regards their duties in respect of individual
privacy. While this is perfectly understandable due to their varied fiscal and law
enforcement obligations, in some circumstances the margin of appreciation given to
the public service is both too broad and too deep.

The obligations placed upon public bodies by the Data Protection Acts of 1988 and
2003 are far less onerous that those placed on private data controllers. Section 2B
allows sensitive personal information be processed without extra safeguards, while
section 8(e) virtually negates the application of the data protection acts where
processing is “required by or under any enactment of by a rule of law or order of a
court”. The Privacy Bill contains broad exceptions where information is used and
disclosed by public bodies and civil servants, while the restrictive way in which the
law of confidence has developed in Ireland appears to suggest it is unlikely to ever
be of use to constrain the government in how they deal with information pertaining
to citizens. The vagueness of the rights contained in Article 8 of the European
Convention on Human Rights, and the Constitution only detracts greatly from their
efficacy.

At the outset of this dissertation I set out to illustrate to some degree how the
relationship between the Citizen and State is affected by the need and desire of the
latter to identify those living within its boundaries. In particular I set out to explore
the relationship between systems for identifying individuals, and those same
individuals’ right and expectation to privacy. Identity management in Ireland is
evolving rapidly and will continue to do so. As a matter of urgency it is necessary for
the citizens of Ireland to note these changes and make a decision as to whether
society is better served by a public service largely unrestricted in the information it
168

can gather, store, retrieve and share, or one where clear boundaries are respected. It
is unfortunate that to date the Irish public have yet to be given the opportunity to
voice their opinions. If this thesis helps in the smallest way imaginable to redress this
imbalance, it will hopefully have achieved its objective.
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